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An overview of how Vulnerability Assessment (VA) & Penetration Testing (PT) is
done

Defining scope of the assessment

Types of Penetration Testing

A brief understanding on how Buffer Overflow works
How vulnerabilities are scanned and exploited

What are the end results

What a Penetration Testing Report should contain

O VA — Vulnerability Assessment

O PT — Penetration Testing

0 DOS - Denial of Service

0 DDOS - Distributed Denial of Service




In this case the security auditor has to only scan for the vulnerabilities in the server
or application and filter out the false positives from the scan output by mapping them
with the actual vulnerabilities associated with the target host.

VA Scope Includes:

» The VA test can be done both internally and externally

* No vulnerabilities are exploited

* No dangerous attacks like DOS and Buffer Overflow attacks are used

« Automated vulnerability scanning tools line Nessus, Retina or ISS are used

In this case the security auditor or the penetration tester not only has to scan for the
vulnerabilities in the server or application but also has to exploit them to gain access
to the remote server.

PT Scope Includes:

* The PT test is done both internally and externally

» Vulnerabilities are exploited

» Dangerous attacks like DOS and Buffer Overflow attacks are used depending upon
the customer’s willingness to do so

* Automated vulnerability scanning tools and as well as exploits are used




» Pen tester has no previous knowledge of the remote network

* Only the company name or the |IP address is known

« Simulation of a real world hacking by a hacker who has no knowledge
(E.g. Operating System running, application running, device type and
network topology etc..) of the remote network environment

 Pen tester provided with significant knowledge of the remote network

» Type of network devices (i.e. Cisco gear, TCP/IP),

* WebServer details (i.e., Apache/*nix or Apache/Win2k),

* Operating System type (i.e., Windows/*nix),

» Database platform (i.e., Oracle or MS SQL),

 Load balancers (i.e. Alteon),

* Firewalls (i.e. Cisco PIX).. etc

» Simulation of an attack by a hacker who is having a detailed knowledge
of the remote network environment




» Scans the remote hosts for possible vulnerabilities

* Analyze and confirm the findings

« Map the vulnerabilities with proper exploits

» Exploit the remote system with proper care to avoid disruption of service
* No highly critical Denial of Service (DoS) attack is tried

» Scans the remote hosts for possible vulnerabilities

» Analyze and confirm the findings

« Map the vulnerabilities with proper exploits

« All highly critical Denial of Service (DoS) attacks (e,g like buffer overflows)
are tried




» Wireless Networks

« DMZ environments

* Internet Data Centers (IDC)
* Portal Environment

« Extranet

* VPN Termination points

 Remote Access points
e Dial-In




Information Gathering

Fingerprinting or Footprinting

Network Surveying / Network Mapping

Ports Scanning and Services ldentification
Evading Firewall Rules

Automated Vulnerability Scanning

Exploiting Services for Known Vulnerabilities
Exploiting Web-Based Authorization
Password Cracking / Brute Forcing

Denial of Services (DoS) Testing
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This 1s the first step for any remote host Penetration Testing. Here the pen-tester try
to gather maximum information on the remote host to precise the attack.

O Zone Transfer Information

0 Domain Registration Information
U Email IDs

U IP Addresses Range

» SEPUER DN Ee con
efault Server: Sy iaite.con
ddress: 203.124.000000 J

? set type=any

» 1z -t - *wee. con

Unrecognized command: 1z -t -A s#®.con
2 W com

Sepver: PN

Address:
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In this step, mnformation like WebServer and OS type running on remote host are
gathered to further precise the attack.

O Remote server OS type
L Remote server web-server type
O Applications running on remote server

5 .sap_scalp b 203 124007752080 —— The last two ociet has heen hidden for security

[#] Connecting.. connected?

[#] Currently wusing retaddr BxP3Zae, length 27896, localport 48684

HTTP-1.1 362 Found

Date: Sat. 28 PFeb 2004 18:H3I:A3 GMT

SELYER: Huacher’E B.45 (Unix) mod ssle’E 8,45 OpenSEL-A.9.%c PHPs4.3.4
A—Fowvered-By: PHP/4.3.4 .

e Hnnelﬁrated By: FHPAA 3. 302 The default kanner expsses 05 and

Location: .spedirect.php N .
Eﬂﬂtﬂﬂt_]jﬂl'lgth: i application details

Content=Type: textshtml; chapeet=150-3859-1




A network survey serves often as an introduction to the systems to be tested. It 1s
best defined as a combination of data collection, information gathering, and policy
control.

O Firewall / Routers / IDS Discovery

O Possible Local Network / Subnet Discovery
U IP Addresses Range

U Network Topology Mapping

Q ISP information

Subnet ! Discovery Statu=s La=st Di=scovery

Local Subnet / IP address discovered

Scan Interrupted Q74,2002 11:-12 PM

Ct Network G5y 134,
w| . 14 _ S5 ZFEE_ZEE_FEE_748 (Queusd . .. Q7477200323 11:12 PH

9/4/2003 11:12 M

o

First two octets has been masked for security reasons




Port scanning 1s the invasive probing of system ports on the transport and network
level. This module 1s to enumerate live or accessible Internet services as well as
penetrating the firewall to find additional live systems.

0 Open, closed or filtered ports
O Services ldentification

CThe 1649 ports scanned but not shown bhelow are in state: closed>
PORT STATE SERUVICE

21-tcp open ftp

237tcp open telnet

25°tcp open smtp

30 tcp open http

135tcp open msPppc

13?2-tcp open nethios—ssn

443 tcp open https

445 tcp open microsoft—ds

1825 tcp open MWFS—o»-1I1I5

1826 tcp open LSA—or-—nterm

Device type: general purpose

Running: Microsoft Windows 25-98-MEINT. 2K/ XP

05 details: Microsoft Windows Millenniuwm Edition <Me>. Windows 28¥
or Advanced Server,. or Windows HFP




In this phase, firewall evasion techniques are used to bypass firewall rules. This can
further help in port scanning, remote host detection and remote network discovery.

-1 Mapping of firewall configuration rules
m Partial Access to devices behind the firewall

T arget |2|-—-'3 124 YN — [The last two octet of the IP addresses = ﬁ ‘:":3} L./ ﬂ'
has been glared for security reazons. i
Source Part |53 D esztnation Port ||:| ' Protocol I o |
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It 1s clear for the two screenshots (Screenshot 5.a & 5.b) that the packet filtering
device (1.e. Firewall / Router) is not configured to block UDP packets.

T arget |MT}1& last two octets of IP addresses has heen | | ICMF =
— rlarred for security reasons.

Source Part |‘='l [reztination Part ||| H Frotocal | ¥ Elat
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The focus of this module is identifying, understanding, and verifying the
weaknesses, misconfigurations and vulnerabilities associated with remote host. The
scanning 1s done using automated tools or scripts to make the process faster.

0 List of vulnerabilities associated with each remote services
0 List of possible denial of service vulnerabilities
—) Possible misconfiguration on the remote server

~ CAWINDOWSissysternm 32%emd . exe
Dz~ mus

MUS<Multiple Unlnerability Scanner> 1 _8@G_8@A
Developed by: Debhasis Mohantwy

—+ —% Provide Hoszt Mame . Host IFPF Address

—dids —» Scan host for IIS »elated vulnerabilities
—cgi —>» Scan host for CGI »elated vulnerabilities
—all —» Scan host for all Weh related vualnerabilities

—>» Provide the output fFile name

Example 1
Gecan for IIE volnerabilities and output the »esult into »result_txt

Hzage: MUS —n xuxx_xxx_xxx._.xmuxw —iis —Fdile pg_idis-txt —out »esult_txt

Example 2
Exampled: Scan for ALL vulnerabilities and output the result into result.txt

Uzage: MUS —t xuxx_mxxx_xxx._.xwxxw —all —out »esult_txt




MYVS is an automated Internet Vulnerability Scanner (view Screenshot) which can
scans for web based vulnerabilities (Ex: CGI/IIS Unicode) associated with a remote
host running a web server. The scanner displayed, shows that the target host is
vulnerable to IIS Unicode. The vulnerable string has been highlighted in the
screenshot 6.b.

HUE<{Hultiple Uulnerabhility Scanner> 1.8.0
Developed bhy: Dehasis Mohanty

Host name: GG icn
Ho=t IFP: 192 _16EB _ D0y

Scanning for 115 Unicode vulnerabilities

GET ~ wti hins . ./ /ol aa/uinnt/systemid2cnd.exe HTTF-1 .8
GET /_wti_bhin/.. .. .. .. /... . Auinnt/systemd2/cnd.exe HITP-1.0
GET rscriptss..xclx%c. . winnt~ssystem32-cmd.exe?cvdir HITP-1.8

secpripts /. el 9c. L AuinntA/systemd2end . exe? Ao +dir Found?*?

GET /msader/..~. ./ . /._/._.+/__suinnts/system32/cmd_exe HTTPA1 .8

GET smzades. 7./ /A 7/ 4 _SuinntrseycstemiZ2scmd_exe HTTP-1 .8




This 1s the most important phase of penetration testing. Here the weaknesses found in
the remote services are exploited using openly available exploits or self developed or
customized exploits.

) Gaining Access to the system
_1 Retrieving hidden information
- Domain Hijacking

O Spamming Mail Servers

-={ Frontpage fpibreg.dll Overtlow Exploit (HE3-B51) ver 8.2 3=-
[#] Tavget: s 133.54 Port: 8O

[%] Socket initialized...
[#] Checking for presence of |fpi@reg.dll... Found! Fronfpage Ovefiow
[#] Packet injected! ulnerabili
[¢] $leeping . . . . . . - T




Here the web application flaws are exploited to gain access to restricted information.
The Web-Based authentication is exploited by using XSS (Cross-Site Scripting) or
SQL injection or MITM (Man-in-the-middle) attacks etc...

C1 Access to restricted / confidential information
) Control over web configuration
) Can also leads to gaining access over other servers

(=) htbo: ) et =F st R A part of url has been masked for security

5 reasorns.
QAR =) Ophons |E Softerare ""|| £ LAl 1} hles - 2 = =

| Top Downloads ] ~ @ - 507 | - L 2 B & | &

User Menu

Register a Case List all Cases tlf Date Accept Solution of Case

list Pending Cases Current Statu s Next Commiunication

ey A e Foae AR e s Tal KA AX iy ¥ e 7aw CrmF Dacovarmemed L §Homar

Login Successftul !! Used SOL injection and

gained access to the
restricted area with

Y ou can Access the Svstermn admin privileges to do
& anything.




Password cracking is the process of validating password strength through the use of
automated password recovery tools that expose either the application of weak

cryptographic algorithms, incorrect implementation of cryptographic algorithms, or
weak passwords due to human factors.

0 List of user login IDs or passwords
0 List of authentication PINs or Password

Target [eoSweme =7 202 Tupe | | [ Pause | st |l:|ear|
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FPore |21 Connections 11— = otk '._J. o = g
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Sothentication O phions

I Ll== Ll==rnam= I Single U=er FPasz= kMode |Wc1rc| Li=tk - I
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Denial of Service (DoS) 1s a situation where the applications or services running
over the remote system stops functioning and prevents authenticated network users
or devices to access it.

0 Disruption of Services
0 List of other possible DoS vulnerable associated with the systems
) Sabotage of remote network

= ~ s co

Urote 200 hytes.
Protocol: 7%
Checksum: 28697
45 18 B8 14 75 8b 48 88 Bb 4d 8d 26 db 41 3¢ da c¢b Yc 89 &3
Urote 20 hytes.
Protocol: 79
Checksum: 44755
45 18 W8 14 2e 83 484 BH Bb 4d d3 ae db 41 3c da ch Yc 89 c3

Urote 20 hytes.
Protocol: 7%

Checksum: 34791
"45 lﬂngﬂqlﬂ la aa 460 080 Bb 4d &7 87 db 41 3¢ da ch 7c 89 c3




Elevation of Privileges 1s the type of rights the attacker gains over the remote
system. It 1s the final stage of the remote host hacking where the attacker gains
complete control over the remote system.

—) Gain administrator / super user rights

0 Gain privilege to retrieve or modify confidential data
) Gain control over server configuration

—; Gain Control over other servers attached to it

| icorn=s ] 3= Size Laskt rnoodiF .-
— 1 marual - ) 2
. d

plaktForm
programs 7

search 7

QuCeCooeece




ftp) hinary

200 Type set to I.

ftp> ls

208 PORT command successful.

158 Opening ASCII mode data connection for file list.
DemoESales

EBUY

leprcgal

Eprntdﬂmu

proc

ESales

SEQPR8A416A

tracert .txt

226 Transfer complete.

£tp; 78 bhytes received in @.885econds 0.97Kbytes/sec.
tp’




Adiess i8] hp:jj203.1 fopjbkpindext jsp.bak source code revealed from the the hak
= file of java exploiting ".."" vulnerahility.

i 7 D&P (= Options HEEHHHEE‘.\ ;5:] E [ -

SRR Last two octet of the IP address has
+ Integer.parseInt [livecomp) been hidden for recurily reasons.
) {icomp = itest;})

1)

Source code revealing hardcoded username and
password.

]

ey (CUaer(logn,876,"10,10.1.14%, "galbek® , "econnectOl®, "//wna//baan//bse", "bahellima®);
g OC[=er [logh, icowp, ®10.10.1,15%, "hekuser™, "oonnect01®, ®/func//baandcd//bae®, "hahellx

e OCT3er (logh, icowp, ®10,10.1, 147, "galbek®, "connectll®, "/ fwnad fbaan' /bae™, "bahellama™)

ew OCT3er | logn, icowp, serveriame, "bokuser®, "connect0l®™, "/ fmne//baandcd/hae®, "hahellima

r OCUser | logh, icomp, Servername, Userhame, passuwd, bse, xmaname):




Pen Tester
Console




1 Domain Registration Information, Email IDs, and IP Addresses Range
O Remote OS Type, Web-Server information

O Firewall / Routers / IDS Discovery

L Mapping Firewall / Network Filters rules by various evasion techniques
[ Possible Local Network Discovery / Network Mapping

[ Open, closed or filtered ports

[ Services Identification

O List of vulnerabilities associated with each remote services

U List of possible denial of service vulnerabilities

[ Services Banners and possible misconfiguration on the remote server
O Gaining access to restricted / confidential information

 Domain hijacking and spamming mail servers

O Gaining control over remote system configuration

[ Gaining access to other servers attached to main server

O Cracking password files and retrieving list of login IDs with passwords
U Gaining administrator / super user rights

O Retrieve or Modify Confidential data

U Causing unavailability of service (Only for DoS attacks)




Executive Summary

v Briefing on the type of test performed
v" A pie graph displaying the vulnerabilities in terms of percentage of high, low & medium

Risk Matrix

v" Quantifying the vulnerabilities and showing the high, low & medium in a tabular format
v" Giving a brief of the vulnerabilities found

U Proof of Concepts (POC)

v" Giving a detail description with the screenshots and logs of the vulnerabilities found and exploited.

1 Remedies and Workarounds
v’ Providing customised remedies and workarounds for the vulnerabilities found

U Best practices

v’ Suggesting best practices for the configurations for the device or services

U Final Summary
v" Must contain a brief on the overall vulnerability factor found for the remote device
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TraceRoute, MIB Walk, Firewalking, nslookup & dig techniques & Solarwinds
Network Discovery, TraceProto, Trout, Sam Spade

Nmap, POF, XProbe2, SuperScan

Nmap, MegaPing, MingSweeper, SuperScan, THC-Amap

Firewalking, HPING(1/2/3), MPTraceRoute, Firewall Tester, SYN-STEALTH
techniques and other open source tools

Nessus, eEye Retina, GFI LanGaurd, ISS Scanner, Shadow Security Scanner,
HTTP Scanners (CGIL,PHP and ASP etc), SSL Scanners, Nikto, Whisker and
Open Source Tools etc.
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Metasploit Framework, Core Impact, Canvas

John the ripper, LOphtcrack, MDS5 Crack, SQL Bruteforce, CISCO Password
decryptor, SolarWinds Network Password Decryptor, Cain & Abel,
THC-Hydra, BRUTUS etc.

Ethereal, Ettercap, Dsniff, Hunt

HPING & openly available DoS exploits (Zero-Day and Others)

Both customized and publicly available exploits (Zero-Days and Others) and
sometimes exploits are coded depending upon the requirements

Knoppix-STD, PHLAK, Auditor Security Collection etc.




A zero-day exploit is one that exploits an unknown vulnerability or a know vulnerability
on day one when the vulnerability becomes publicly known.

U Remote Exploit
4 Local Exploit

A zero-day vulnerability is one which is publicly unknown but only know to the attacker
who discovered it.




#include <stdio.h> // The Sample Vulnerable ‘C’ Program

void vulnerable_func( char *pszName )
{
char szBuffer[100];
( szBuffer, pszName );
printf("Name is %s\n", szBuffer);

}

int main(void)
{
char szBuff[5000];
read(0, szBuff, 5000);
vulnerable_func(szBuff);

}










www.securityfocus.com
WwWw.secunia.com
www.infosyssec.com
WWW.Sans.org
WwWWw.insecure.org
www.packetstormsecurity.org
www.zone-h.org
www.chhonker.com
www.phrack.org
www.astalavista.com
www.blackhat.com
www.defcon.org
www.osvdb.org
www.ntbugtrag.com
www.antiserver.it
www.k-otik.com
Wwww.securiteam.com
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