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Deploying Network Access Quarantine Control, Part 2
by Jonathan Hassell
last updated August 30, 2004

In the last article, | stepped through how the
process of network access quarantine control
(NAQC) works and offered detailed deployment
instructions. In this second and final installment,
I'll continue the procedure by finishing the
deployment, then discuss how ISA Server
2004's entrance to the marketplace changes the

field of NAQC and how quarantining is QSECU”t}'FDCUE » JDbS
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implemented within ISA Server itself.

Let's start where we left off.
Distributing the Profile to Remote Users

The profile you created in the previous

installment of this article is made into an

executable file that can be distributed to your remote users and run on their systems
automatically, creating a profile without any additional intervention. There are several options
for getting that executable file to your users.

You could transmit the executable file as an attachment to an e-mail message, or better yet, a
link to the executable file hosted on a web server somewhere. In the e-mail message, you
could include instructions to run the file and use that new connectoid for all future remote
access. You could also have the executable run as part of a logon or logoff script, but to do
that, you'd need to either have your users log on through a dial-up connection, or wait until the
mobile users return to the home network and connect remotely to your corporate campus or
network.

Regardless of which method you choose to initially transmit the profile installer to your users,
you should always place the latest version of the profile installer on a quarantined resource
somewhere, so client computers that don't pass your baseline script's compliancy checks can
still surf to the required web site and download the latest version without compromising the
integrity of your network further.

Configuring the Quarantine Policy

The final step in the deployment process is to configure the actual quarantine policy within
RRAS. In this section, I'll create a quarantine policy within RRAS that assumes you've posted
the profile installer on a web server that is functioning as a quarantined resource.

If RRAS is configured to use the Windows authentication provider, then RRAS uses Active
Directory or an NT 4 domain (remember, the RRAS machine needs only to be running Windows
Server 2003; it doesn't need to belong to an Active Directory-based domain) to authenticate
users and look at their account properties. If RRAS is configured to use RADIUS, then the
RADIUS server must be a Server 2003 machine running IAS. Incidentally, IAS also uses
Active Directory or an NT domain to authenticate users and look at their account properties.

Configuring RRAS

1. Open the RRAS Manager.

2. In the left-pane, right-click Remote Access Policies, and then select New Remote
Access Policy from the context menu. Click Next through the introductory pages.

3. The Policy Configuration Method page appears. Enter Quarantined VPN remote access
connections for the name of this policy, as shown in Figure 4. Click Next when you're
finished.

Mew Remote Access Policy Wizard .

Policy Configuration Method
The wizard can create a typical palicy, or pou can create a custom policy.

How do pou want to get up this policy?

% |lse the wizard to set up a typical policy for & common scenario

" Setup a custom palicy

Type a name that descnbes thig policy.

Palicy name: Quarantined WYPM remote access connections

Example; Authenticate all VPN connections.
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Figure 4: The Policy Configuration Method screen

4. The Access Method page appears. Select VPN, and then click Next.

5. On the User or Group Access page, select Group, and then click Add.

6. Type in the group names that should be allowed to VPN in to your network. If all domain
users have this ability, enter Everyone or Authenticated Users. I'll assume there is a
group called VPNUsers on this domain that should have access to VPN capabilities.
Click OK.

7. You'll be returned to the User or Group Access page, and you'll see the group name you
added appear in the list box, as shown in Figure 5. Click Next if it looks accurate.

Mew Remote Access Policy Wizard 3 1[

User or Group Access
You can grant access bo individual uzers, or you can grant access to gelected
aQroups.

Grant access bazed on the following:

T User
User access pemissions are specified in the user account.

% Group
Individual uzer permissions overide group permizzions.

Group name:
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Add...
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Figure 5: the User or Group Access screen.

8. The Authentication Methods page appears. To keep this example simple, use the
MS-CHAP v2 authentication protocol, which is selected by default. Click Next.

9. On the Policy Encryption Level page, make sure the Strongest Encryption setting is the
only option checked. This is shown in Figure 6. Then, click Next.

New Remote Access Policy Wizard 3

Policy Encryption Level
'ou can select the levels of encrpption that this profile supports.

The following encrpphion levels are supported by servers running Microzoft Bouting and
Remate dccess. If you uge a different remate access server, make sure the encryption levels
you selected are supparted by that software.

™ Basic encryption (IPSec 56-bit DES or MPPE 40-bit)
™ Shong encryption [IPSec 56-bit DES or MPPE 56-bit)
¥ Stongest encryption (IPSec Triple DES or MPPE 128-bit)
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Figure 6: the Policy Encryption Level screen
10. Finish out the wizard by clicking Finish.

Configure attributes to be quarantined

Now, you need to actually configure the attributes that will be assigned to the quarantined
session.

1. Back in RRAS Manaaer. riaht-click on the new Ouarantined VPN remote access
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connections policy, and select Properties from the context menu.
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2. Navigate to the Advanced tab, and click Add to include another attribute in the list.

3. The Add Attribute dialog box is displayed, as depicted in Figure 7.

Add Atkribute 21x]

To add an attribute to the Profilz, select the attibute, and then click Add.

To add an aliribute that is not isted, sefect the Vendor-Specific atibute.
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Figure 7: The Add Attribute dialog box

4. Click MS-Quarantine-Session-Timeout, and then click Add.

5. In the Attribute Information dialog box, type the quarantine session time in Attribute
value. Use a sample value of 60, which will be measured in seconds, for the purposes of
this demonstration. Click OK, and then OK again to return to the Advanced tab.

6. Click Add. In the Attribute list, click MS-Quarantine-IPFilter, and then click Add again.
You'll see the IP Filter Attribute Information screen, as shown in Figure 8.

1P Filter Attribute Information ed

Attribute name:
|M S-Quarantine-]PFilker

Attribute rumber;
[4185

To control the packets this interface receives,
click Input Filkers.

To control the packets this interface sends, click Dutput Filters... |
Output Filkers. —

ok, | Cancel |

Figure 8: the IP Filter Attribute Information dialog box

7. Click the Input Filters button, which displays the Inbound Filters dialog box.

8. Click New to add the first filter. The Add IP Filter dialog box is displayed. In the Protocol
field, select TCP. In the Destination port field, enter 7250. Click OK.

9. Now, back on the Inbound Filters screen, select the Permit only the packets listed below
radio button. Your screen should look like Figure 9.

30f6
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Figure 9: the completed Inbound Filters screen

10. Click New and add the input filters for DHCP, DNS, and WINS traffic, repeating the steps
above and including the appropriate port number and type.

11. Click New and add an input filter for a quarantine resource, such as a Web server, where
your profile installer is located. Specify the appropriate IP address for the resource in
the Destination Network part of the Add IP Filter screen, as shown in Figure 10.

™ Saurze network

B addiess: |
Subriet niask; I

[V Destination netwark

IF address: 13 107 . 47 . 9
Subnet mazk: I 285 . 285 . 255 | ZER
Protocal; ITEP ;I

Source port; I
Destination port: ISU

Cancel

Figure 10: The Add IP Filter box, adding a quarantined Web resource

12. Finally, click OK on the Inbound Filters dialog box to save the filter list.

13. On the Edit Dial-in Profile dialog box, click OK to save the changes to the profile
settings.

14. Then, to save the changes to the policy, click OK once more.

Creating Exceptions to the Rule

While it is certainly advantageous to have all users connected through a quarantined session
until their configurations can be verified, there may be logistical or political problems within
your organization that mitigate this requirement. If so, this simplest way to excuse a user or
group of users from participating in the quarantine is to create an exception security group
with Active Directory. The members of this group should be the ones that need not participate
in the quarantining procedure.

Using that group, create another policy that applies to the exceptions group that's configured
with the same settings as the quarantine remote access policy you created earlier. This time,
though, don't add or configure either the MS-Quarantine-IPFilter or the
MS-Quarantine-Session-Timeout attributes. Once the policy has been created, move the
policy that applies to the exceptions group so that it is evaluated before the policy that
quarantines everyone else.

Extending Functionality with ISA Server 2004

Quarantine Control for ISA Server 2004 works with the Routing and Remote Access service,
as described earlier in this article. The main difference lies in the fact that with ISA Server,
you can require that a client attempting to log in is assigned to the Quarantined VPN Clients
network in ISA, with an associated firewall policy that is very stringent, until the Connection
Manager running on the desktop passes a message to ISA indicating the client passed the
integrity check. Like the plain vanilla NAQC technique, ISA quarantining does rely on
Connection Manager profiles and requires a baseline script to be developed that is custom to
your environment.

Within ISA Server 2004, you have two options with regard to configuring quarantine
functionality: you can enable quarantining using the Routing and Remote Access Service,
which does require Windows Server 2003. Using this method, the quarantined clients go
through the normal authentication and integrity check policies and ISA Server lets them join
the regular VPN Clients network, as seen within the ISA Server interface, only when they've
passed the check. You can also enable quarantining through ISA Server itself, and clients can
make use of the integrated Quarantined VPN Clients network and any firewall policies
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any ISA Server computer, not just those with Windows Server 2003 installed.

ISA Server quarantining supports a more robust timeout feature, allowing clients to remain in
the Quarantined VPN Clients network for a specific number of seconds before being
disconnected, and it also supports an exception list, which allows you to identify users (via
either Active Directory or a RADIUS server) that should not be quarantined no matter what.

The listening components for quarantining have been upgraded specifically for ISA Server
support and are available in the ISA Server 2004 Resource Kit, which can be obtained from
the Microsoft site.

To enable quarantining with ISA Server:

1. Open ISA Server Management.

. On the left pane, expand the node that corresponds to your computer, and then click

Virtual Private Networks (VPN).

In the right pane, navigate to the Tasks tab, and then click Enable VPN Client Access.

. Now, expand the Configuration node and select Networks.

In the middle pane, click the Networks tab.

. Double-click on the Quarantined VPN Clients network to open the properties box for the
network.

. Navigate to the Quarantine tab. This is shown in Figure 11.

8. Click the 'Enable quarantine control' checkbox to allow quarantining to take place. A
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warning will appear to make sure you understand that the effect is immediate, and
without proper configuration, clients will be indefinitely quarantined.
9. Choose whether to quarantine by RADIUS server policies (the first option) or ISA Server

policies (the second option).

10. Enter a time-out for clients in the quarantined network in the Disconnect quarantined
users after box.

11. Enter any exceptions to quarantining in the 'Exempt these users from Quarantine
Control" box.

12. Click OK, and then Apply in the ISA Server Management console, to apply the changes.

Quarantined YPN Clients Properties 2]

General  Quarantine |

By enabling Quarantine Control, ¥PM clients connecting to the network are
held in the Quarantined YPK Client network until client configuration
requirements are mek and verified,

These clients have restricted access based on the policy of the netwark
until thee clear quaranting and are moved to the YPR network,

¥ Enable Quarantine Control

" Quarantine according to RADIUS server policies

[ Suarantine according to 154 Server policies:

[ Disconnect quarantined users after (seconds): | a

Exempt these users from Quarantine Control;

Graup |

add...

Bemmnye I

oK I Cancel apply

Figure 11: Quarantined VPN Clients in ISA Server 2004

Once you have completed these steps, from the ISA Server 2004 Resource Kit find the
ConfigureRQSforISA.vbs script and run it. This will automatically create an access rule within
ISA that will allow traffic to pass on port 7250 from both the VPN Clients and the Quarantined
VPN Clients networks to the Local Host network. This is crucial traffic, because notifications
from client computers that they have passed the integrity checks and are eligible to move to
the regular network are sent on this port.

You might also consider establishing access rules for the Quarantined VPN Clients network
that do the following:

® Allow transmissions to any LDAP servers on the internal network.

® Allow traffic to be passed to domain controllers.

® Allow DNS, DHCP, and WINS traffic to be passed to a hardened set of DNS servers,
perhaps on a perimeter network.

® Allow traffic to a hardened, isolated web server that contains antivirus software,
signhature and detection engine updates.
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Conclusion

In this article, I've discussed quarantining using services included in Windows Server 2003
and its associated resource kits and feature packs, and I've also touched on extended
quarantine functionality within ISA Server. Your use of these techniques will help prevent or

minimize the impact compromised remote hosts pose to your network when they attempt to
connect.
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