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Introduction:
Our project is Keyloggers: Effective uses in Cyber Forensics & Hacking.

We have chosen to focus on keyloggers because most students have very little
experience with keyloggers. Many of the students who do have experience with
keyloggers have not used them in the professional industry; thus, lacking the
context of how and when they are used. It is also important for students to know
which software keylogging programs are available, and most importantly how they
are used.

Computer Forensics consists of the art of examining digital media to preserve,
recover, and analyze the data in an effective manner. [1] Keyloggers can effectively
assist a computer forensics analyst in the examination of digital media. Keyloggers
are especially effective in monitoring ongoing crimes. Keystroke loggers are
available in software or hardware form, and are used to capture and compile a
record of all typed keys. The information gathered from a keystroke logger can be
saved on the system as a hidden file, or emailed to the hacker/forensic analyst.
Generic keystroke loggers typically record the application name, time and date
when the application was accessed, as well as all keystrokes associated with the
application. Advanced keystroke loggers have many additional features. Our
chosen keylogger has the following features [2, 18]:

* Monitors Keystrokes

* Monitors sent and received emails
* Logs events in a timeline

* Logs internet chat conversations

Captures screenshotsKeystroke loggers have the advantage of collecting
information before it is encrypted; thus, making a forensic analyst’s job easier.
Through our research, we have selected the best keylogger: SpyTech SpyAgent. Our
video conveys the implementation, use, and data analysis of the logger through a
voice-overed tutorial [21].

Tutorial Walkthrough:

See next page.
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Spytech SpyAgent Our Most Popular Computer Monitoring Spy Software
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Do you know who your child or spouse is chatting with or emailing? Do you know what websites regularly $89.95
they visit? What are they doing on your computer? Are you emplayees really working, or are = ——

they getting paid to waste time - or worse? Learn the Truth Today!

Spytech SpyAgent is our award winning, powerful computer spy software that allows you to
monitor EVERYTHING users do on your computer - in total stealth. SpyAgent provides a
large array of essential computer monitoring features, as well as website, application, and chat
client blocking, lockdown scheduling, and remate delivery of logs via email or FTP. SpyAgent will
put your mind at ease with its innovative and unmatched, yet easy to use feature-set that

provides the ultimate all-in-one computer moni software package.
Buy Now

Overview Feature List Awards Product Uses g Related Content

» What's newin 7.32
View Features: Overview | Monitoring | Filtering | Reporting | Security | Ease of Use | Benefits

» Systern Requirements

» See All Keystrokes They Type » View Logs Remotely Via Email or FTP » SpuAgent FAQ

» Reveals all Website Visits » See Everything with Screenshot Recording

» Records all Online Searches Performed » Easy DVD-like Screenshot Playback » SpuAgent's Awards

» See What Programs and Apps They Use » View Most Common Behaviors with One Click L Edits

» Monitors Social Networking Behaviors » Creates Graphical Top 10 Activity Reports » Stealth Edition

» Tracks all Filg Usage and Printing » Blocks Unwanted Websites, Apps, and Ch_ats ) Stealth Install Guide
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Step 1: Go to Websitg,n(rlhagzvnload SpyAgent.

Welcome to the Spytech Spydgent Setup program. This program will install
Spytech Spydgent on your computer.

It is strongly recommended that you exit all Windows programs before
runhing this Setup program.

Click Cancel to quit Setup and then close any programs you have running.
Click Next to continue with the Setup program.

WARNING: This program is protected by copyright law and international
treaties.

Unauthorized reproduction or distribution of this program, or any portion of it,
may result in severe civil and criminal penalties, and will be prosecuted to
the maximum extent possible under law.

Nest > Cancel

Step 2: Click on executable and follow instructions



4 °2 Select SpyAgent Installation Type

Click the type of Setup you prefer, then click Next.

& Administrator/Tester  Program will be installed with the all software
options - and accessible via Windows start menu.
This is recommended also for new users! Help
documents are installed.

" Stealth Installation  Program will be installed with minimum required
options and no shortcuts included in Windows
start menu. Also HELP Documents are NOT
INSTALLED.

Space Required: 2576 K
Space Available: 37538388 K

Next > | Cancel |

Note: Can choose to run in either Administrator or stealth mode

Note: The hot key combination for running SpyAgent is
CONTROL+SHIFT+ALT+M

Note: You can select in installation the time delay it takes for SpyAgent to open
after Windows loads.
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i Scheduling
Clickihere forjEasy,Configurationiand Setup Wizard " Schedulsitonitoringlimes

i Program Options i Log Actions i SpyAgent Help

Step 2.5: Click “Program Options™ at the bottom



(i Q. Spytech SpyAgent Options Properties

i3 Alert Notifications I SmartLogging |
E? General | Loggng | [ ScreenSpy |

— General Settings

® Load SpyAgent on Windows Startup for all users of this
machine,

o) Load SpyAgent on Windows Startup under this username
only.

O Do notload on Windows Startup
Load SpyAgentin ACTIVE Monitoring Mode 7 I

Run SpyAgent in Stealth-Mode ? |
For optimal STEALTH performance, make sure you check
the above options to load SpyAgent on Windows startup in
Active and Stealth mode,

D Display Splash Warning on SpyAgent Startup ? |

ﬁ Set/Change Your SpyAgent Password |

Click the “Load SpyAgent on Windows Startup for all users of this machine”
radio button.

Click “OK” or choose to monitor a specific user

Click “Run SpyAgent in stealth mode” radio button.

E Old Password:

New Password:

Confirm:

This password restricts other users from
changing the SpyAgent settings.

Click “Setup/Change Your SpyAgent Password” button at bottom, then enter your
information and then click OK.
Click OK to accept Spytech SpyAgnet Options Properties



rl Spytech SpyAgent Remote Delivery Properties
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— E-Mail Log Delivery

General

. Send Logs via E-Mail Startup! Settings and|Config
-
Send Mail To: Ihacker.ﬂinestone@gmail.com ? I
Llogging
Send Mail From: lsender@spytech-web.com ? I Configurel Logaing Options
- Mail Subject: ISpyAgent Activity Log Delivery 2 |
Remote Llog Delivery.
SMTP Mail Host: Imail.spytech-web.com 2 I ConfigureiRemoteiDeli

[ use SMTP Authentication Advanced Options

iﬂl Eimer Controlfon
Send every |3° minute(s).
ContentiEilteri
{® Send in HTML Format O Send in TEXT Format FiltedUserfAs
Send Keystroke Logs
Format Keystrokes before Sending g?rgr%"£F1¥1_F
Send Windows Log Send Websites Log
Send Connections Log Send Applications Log . artLog_gin_g ‘
Send Actions and Events Log Send Documents/Print Log activityiliiggeredilegging
Send Snapshot of Current Desktop
; i Scheduling ‘
D Clear All Logs after Sending ScheddleiMonitoring T'|Irr|e:
[ check if online before sending ? I

Step 3: Click “Remote Log Delivery” in right-hand column

Step 4: Click “Send all Logs Via E-mail” radio button.

Step 5: In the “Send Mail too” text box, write desired e-mail

Step 6: Choose time interval for which you wish to receive the monitoring logs.
Step 7: Select “Send Keystroke Logs” radio button

Step 8: Select “Send Windows Log” radio button

Step 9: Select “Send Connections Log” radio button

Step 10: Select “Send Actions and Events Log” radio button

Step 11: Select “Send Snapshot of Current Desktop Log” radio button
Step 12: Select “Send Websites Log” radio button

Step 13: Select “Send Applications Log” radio button

Step 14: Select “Send Documents/Print Log” radio button

Step 15: Click OK



m Alert Notifications I ﬁ SmartLogging I
EP General Logging I [ ScreenSpy I

— Logging Settings

Log all Keystrokes typed
Log all Windows used
Log all Applications executed
Log all Websites visited
{® Capture Content of Webmail Sites
O Capture Content of ALL Sites
O Do not Capture Web Content
Log all Internet Connections Established
Log all Internet Traffic Data settings
Log all E-Mails sent and received
Log all Chat Conversations
Log all text copied to Clipboard
Log all Document Filepaths Yiewed
Log all Print Jobs
Log all File Usage settings

Logy

Confit

Confit

Adva

Fimer

Contg
Filter,

Pause Logging if useris Inactive for |30 minutes,

122 1 = e )

By checking these settings you are choosing what you want
to record that the user does, All recorded activities are
viewed in the builtin log viewers,

Step 16: Click the “Logging” feature button on the right-hand side.
Step 16.5: Click all radio boxes.
Click OK



(Q Spytech SpyAgent Options Properties

m Alert Notifications I SmartLogaing |

9 General I Logging D ScreenSpy D R
_
| o YChcrHen
\

General
— Spy Agent ScreenSpy ScreenCapture Logging Startup/Settings :

Use ScreenSpy Logging

Directory to record screenshots to: %gg%ﬂg Pogain

IC:\Documents and Settings\All Users\Applicati  Choose I

If directory does not exist - it will be created,
Configure Remot

Image Quality (1-100%) |S0
Advanced Opti

Capture screen every |30 seconds, o el e ¢

Mazrimum Captures to

store on disk 300

Content FiIteri[

FilterdUser Activi

O Capture Active Window Only
{®) Capture Entire Desktop

L ScreenSpy

Spytech SpyAgent ScreenSpy Logging will capture \Recond|Des ktop):
screenshots every X seconds as specified and save :
them to the specified directory for later viewing. You
may configure the maximum number of captures to store Smarntliogging
on disk to prevent save space, Aetinityalniggens:

Step 17: Click the “ScreenSpy” button on the right-hand side.

Step 17.5 Select the “Use ScreenSPy Logging” radio box. Choose where you would like
to save your screenshots. For this demo, we will be using the default setting. Click OK.
Step 18: Click “Start Monitoring” in the lower left-hand corner. Enter your password

Stealth Mode Motice:

This is your first time running SpyAgent in stealth mode. Remember, SpyAgent is now going to be totally invisible to you and other users!

To bring SpyAgent out of stealth mode either press COMTROL+SHIFT+ALT+M on your keyboard, or run the nostealth.exe included in Spyagent's
installation directory!

This message will not appear again!

OK I

Step 19: Use the hotkey mentioned above
Step 21: Click OK



G =X
SpyvAgent Keystrokes Log Viewer 0 Keystrokes Logged

hm ESavelllogN 1= BSaverall
—Select a Keystrokes Log Entry

Application | Window Title | Username | Time .|
notepad.exe Untitled - Notepad Administrator Wed 3/30/11 @ 4:07:07 PM

enplorer.ene Spytech SpyAgent Administrator Wed 3/30/11 @ 4:07:59 PM
*sysdiag.ene no title (Spytech SpyAgent) Administrator Wed 3/30/11 @ 4:08:03 PM
IEXPLORE.EXE MSN.com - Microsoft Internet Explor.. Administrator Wed 3/30/11 @ 4:26:46 PM

notepad.exe Untitled - Notepad Administrator Wed 3/30/11 @ 4:28:04 PM i
CamRecorder.exe  no title Administrator Wed 3/30/11 @ 4:30:19 PM A
Keystrokes Typed

the password is: lion

Step 22: Click “Keystrokes Typed” in the General user Activities window pane.
Step 23: Select the “Save Log” button at the top left of the page.

Step 24: Name the file “Keystrokes” and save it on the desktop

Step 25: Close the window

SpyvAgent Windows Log Viewer 122 Windows Log

DO (3] ARG
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—Select an Application to View Window Events

Application Interacted With
All Windows
SpyfgentSetup.exe
VMwarelser.exe
msnsusii.exe
moviemk.eue i
< r[ »
~Windows Opened for Selected Application
Window Title | _Application Path | Username | Time |
Spytech SpyAgent explorer.exe Administrator Tue 3/29/11 @ 5:53:50 PM
Spytech SpyAgent sysdiag.exe Administrator Tue 3/29/11 @ 5:54:07 PM
Start Menu explorer.exe Administrator Tue 3/29/11 @ 5:54:10 PM
Microsoft Internet Explorer IEXPLORE.EXE Administrator Tue 3/29/11 @ 5:54:13 PM
Start Menu explorer.exe Administrator Tue 3/29/11 @ 5:54:49 PM
Windows Explorer explorer.ese Administrator Tue 3/29/11 @ 5:55:00 PM
Spytech SpyAgent explorer.exe Administrator Tue 3/29/11 @ 5:55:40 PM
Start Menu explorer.exe Administrator Tue 3/29/11 @ 5:55:41 PM
Run explorer.exe Administrator Tue 3/29/11 @ 5:55:45 PM
Program Manager explorer.exe Administrator Tue 3/29/11 @ 5:55:48 PM
Untitled - Notepad notepad.exe Administrator Tue 3/29/11 @ 5:55:49 PM
Notepad notepad.exe Administrator Tue 3/29/11 @ 5:56:15 PM
Spytech SpyAgent explorer.exe Administrator Tue 3/29/11 @ 5:56:17 PM
Recording... CamRecorder.exe Administrator Tue 3/29/11 @ 5:56:18 PM|
Rnlrnrr{inn... CamRerarder.eue Administratar Tue 32911 @ A:39:79 pI‘E
Step 26: Click the “Windows Viewed” button in the General user Activities window
pane.

Step 27: Select the “Save Log” button at the top left of the page.
Step 28: Name the file “WindowsLog” and save it on the desktop
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SpyAgent Applications Log Viewer

66 Applications Logged

- A Seveleg 5 Resek (D) Emeewie S EEpeck 0] ACHNG0:

Application Ran

3 CI\WINDOWS\system32\notepad.exe

id CAWINDOWS\Explorer.EXE

C:\Program Files\WMware\WMware Tools\VWM...

C:'\Program Files\WMware\WMware Tools\VWM...
CA\WINDOWS\system32\wscntfy.exe

“C:\WINDOWS'\S9stem32\wuauclt.exe

EC:'\Fraps\fraps.exe

OC:\Program Files\Spytech Software\Spytech ...
C:\Program Files\Spytech Software\Spytech ...

3 C:I\WINDOWS\system32\notepad.exe

i cuWINDOWS\Explorer.EXE

C:\Program Files\YMware\WMware Tools\WM..,

C:\Program Files\WMware\WMware Tools\VWM...

CIAWINDOWS\system32\wscntfy.exe

“C:\WINDONS'\System32\wuauclt.exe

QﬁBC:\Program Files\WMware\WMware Tools\TPA..,

*C:\Drogram Files\TechSmith\Camtasia Studio...
C:\Program Files\TechSmith\Camtasia Studio...

C:\Program Files\Internet Exploretiiexplore.e...

ﬁc:'\Program Files\Internet Exploreriiexplore.e...

@BC:\Program Files\WMware\VWMware Tools\TPA..,

Username
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator

Administrator

Start Time

Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue

3/29/11 @ S:
3/29/11 @ S
3/29/11 @ St
3/29/11 @ S:
3/29/11 @ S:
3/29/11 @ St
3/29/11 @ S:
3/29/11 @ S:
3/29/11 @ S
3/29/11 @ St
3/29/11 @ S:
3/29/11 @ S:
3/29/11 @ 5:
3/29/11 @ 6:
3/29/11 @ 6:
3/29/11 @ 6:
3/29/11 @ 6:
3/29/11 @ 6:
3/29/11 @ 6:
3/29/11 @ é:
3/29/11 @ 6:

535:49 PM
53:50PM
53:50 PM
S53:50 PM
53:50 PM
53:50 PM
S53:50 PM
53:50 PM
53:50PM
53:50 PM
S3:50 PM
53:51 PM
54:14 PM
41:11 PM
40:01 PM
39:29 PM
39:29 PM
39:29 PM
39:29 PM
39:29 PM
39:29 PM

End Time -
3729711
3729711
3/29/11
3/29/11
3729711
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3/29/11
3729711
3729711
3/29/11 -

=

Step 29: Click the “Programs Executed” button in the General user Activities window

pane. Select the “View Applications Log” choice.

Step 30: Select the “Save Log” button at the top left of the page.
Step 31: Name the file “ProgramsExecuted” and save it on the desktop
Step 32: In order to receive the snapshots, create a folder called “Snapshots” on your

desktop. Go to “My Computer” and then local disk C, documents and settings, all users,

application data, and then AgentSS

Step33: Drag the images from the folder into the snapshots folder that was recently
created on your desktop (this will allow for easy extraction when we move to analyzing

the data)



SpyAgent File System Usage Log Viewer 2063 Files Logged
I
|

File File Action Username Time -
CADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1Y\ADMINI~1A\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1A\LOCALS~ 1 Temp\CamReci\... Modified Administrator Tue 3/29/11 @ ..
CA\DOCUME~1V\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ .. u
CIA\DOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1A\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
C:\Documents and Settings\All Users\Application Data Modified Administrator Tue 3/29/11 @ ..
CYWINDOWS\Prefetch\SYCHOST.EXE-1BECBFSF.pf Created Administrator Tue 3/29/11 @ ..
CIADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
CA\DOCUME~1YADMINI~1A\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
CA\DOCUME~1Y\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamReci\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1\ADMINI~1\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1A\LOCALS~1\Temp\CamRec1\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1A\ADMINI~1\LOCALS~1\Temp\CamReci\... Modified Administrator Tue 3/29/11 @ ..
CADOCUME~1V\ADMINI~1\LOCALS~1\TempiCamRec1\... Modified Administrator Tue 3/29/11 @ ., -
r‘~l\nnr‘| IME a1 ANMINT A1 A AL Sa i TarmnbCamPac il Madifiad Adrninictratar Tue 2428411 rm’
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Step 34: Click the “Files/Docs Accessed” button in the General user Activities window
pane.

Step 35: Select the “Save Log” button at the top left of the page.

Step 36: Name the file “FilesDocs” and save it on the desktop

5D ]

SpyAgent Events Log Viewer 967 Events Logged

Event Target Username Time ||
eMonitoring Started none Administrator Tue 3/29/11 @ ¢
[ window Viewed Spytech SpyAgent Administrator Tue 3/29/11 @ ¢
Eprogram Started C:\Program Files\Spytech Software\Spytech SpyAaq... Administrator Tue 3/29/11 @ ¢
X File Created CAWINDOWS\Prefetch\SYCHOST.EXE-1B6CBFSF.pf  Administrator Tue 3/29/11 @ ¢
[ window Viewed Spytech SpyAgent Administrator Tue 3/29/11 @ ¢
[ window Viewed Start Menu Administrator Tue 3/29/11 @ ¢
E Window Yiewed Microsoft Internet Explorer Administrator Tue 3/29/11@¢
¥ File Created C:\Documents and Settings\AdministratoriLocal Se...  Administrator Tue 3/29/11 @ ¢

Website Visited http:/fwww.microsoft.comfisapifredir.dll?prd=ie@pve..  Administrator Tue 3/29/11 @ ¢
Eprogram Started C:\Program Files\Internet Exploreriiexplore.exe Administrator Tue 3/29/11 @ ¢
X File Created Ci\Documents and Settings\Administrator\Cookies\...  Administrator Tue 3/29/11 @ ¢
¥ File Created C:\Documents and Settings\Administrator\Cookies\... Administrator Tue 3/29/11@°¢
X File Deleted Ci\Documents and Settings\Administrator\Local Se...  Administrator Tue 3/29/11 @ ¢
Website Yisited http: ffwww.msn.com/ Administrator Tue 3/29/11 @ ¢
¥ File Created C:\Documents and Settings\Administrator\Cookies\... Administrator Tue 3/29/11 @ ¢
T} File Created C:\Documents and SettingsiAdministrator\Cookies\... Administrator Tue 3/29/11 @ ¢
¥ File Deleted C:\Documents and Settings\Administrator\Cookies\...  Administrator Tue 3/29/11 @ ¢
X File Created Ci\Documents and Settings\Administrator\Cookies\...  Administrator Tue 3/29/11 @ ¢
¥ File Created C:\Documents and Settings\Administrator\Cookies\... Administrator Tue 3/29/11@°¢
X File Created Ci\Documents and Settings\Administrator\Cookies\...  Administrator Tue 3/29/11 @ ¢
¥ File Created Ci\Documents and Settings\Administrator\Cookies\... Administrator Tue 3/29/11 @ % »
<« »

Step 37: Click the “Events Timeline” button in the General user Activities window pane.



Step 38: Select the “Save Log” button at the top left of the page.
Step 39: Name the file “EventsTimeline” and save it on the desktop

=k
126 Actions Logged

SpyAgent Actions Log Viewer

Action Executed Time -
SpyAgent Actions log viewed by Administrator Mon 4/11/11 @ 11:06:11 PM
Events log viewed by Administrator Mon 4/11/11 @ 11:05:18 PM
File System Usage Log viewed by Administrator Mon 4/11/11 @ 11:03:45 PM
Applications log viewed by Administrator Mon 4/11/11 @ 11:02:45 PM
Windows log viewed by Administrator Mon 4/11/11 @ 11:01:53 PM
Keystrokes log viewed by Administrator Mon 4/11/11 @ 11:00:07 PM
Keystrokes log viewed by Administrator Mon 4/11/11 @ 11:00:01 PM
ScreenSpy Options accessed by Administrator Mon 4/11/11 @ 10:57:40 PM
Logging Options accessed by Administrator Mon 4/11/11 @ 10:54:57 PM
Email Delivery Options accessed by Administrator Mon 4/11/11 @ 10:53:43 PM
Options accessed by Administrator Mon 4/11/11 @ 10:52:52 PM
Spytech SpyAgent Initialized by Administrator Mon 4/11/11 @ 10:49:39 PM
Computer Shutdown by Administrator Mon 4/11/11 @ 10:45:39 PM
Administrator active 4 minutes from Mon 4/11/11 @ 10:41:04 PM to Mon 4/11/11 @ ... Mon 4/11/11 @ 10:45:39 PM
Spytech SpyAgent Monitoring Started by Administrator Mon 4/11/11 @ 10:41:03 PM

Events log viewed by Administrator Wed 3/30/11 @ 4:37:49 PM
File System Usage Log viewed by Administrator Wed 3/30/11 @ 4:37:04 PM
ScreenShot Manager viewed by Administrator Wed 3/30/11 @ 4:35:14 PM
Applications log viewed by Administrator Wed 3/30/11 @ 4:34:23 PM
Keystrokes log viewed by Administrator Wed 3/30/11 @ 4:33:25 PM
ScreenShot Manager viewed by Administrator Wed 3/30/11 @ 4:32:34 PM
File System Usage Log viewed by Administrator Wed 3/30/11 @ 4:32:30 PM
Windows log viewed by Administrator Wed 3/30/11 @ 4:32:19 PM
Keystrokes log viewed by Administrator Wed 3/30/11 @ 4:31:28 PM
Keystrokes log viewed by Administrator Wed 3/30/11 @ 4:30:36 PM
Administrator active 4 minutes from Wed 3/30/11 @ 4:26:18 PM to Wed 3/30/11 @ 4:... Wed 3/30/11 @ 4:30:27 PM
Spytech SpyAgent Monitoring Stopped by Administrator Wed 3/30/11 @ 4:30:27 PM |
Qn|||farh Snudnant Manitaring Startad hu adminictratar llad 220711 @ 4:24:072 DM)
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Step 40: Click the “SpyAgent Actions” button in the General user Activities window
pane.

Step 41: Select the “Save Log” button at the top left of the page.

Step 42: Name the file “SpyAgentActions” and save it on the desktop

(=
SpyvAgent Network Connections Log Viewer 122 Connections Logged
=) EEpack 3 | Shaiis BANACtionS !

Username | Local Address | Port | Remote Address Port | State Time -
Administra.., james-829ff26fc.localdo... 1166 cdsél.ewr@.msecn.net 20 Established Tue 3/29/11 1
Administra.. james-829ff26fc.localdo.. 1167 cdsél.ewr3.msecn.net 80 Established Tue 3/29/111
Administra,., james-829ff2éfc.localdo.. 1168 cdsS8.ewr3.msecn.net 80 CloseWait Tue 3/29/11 14
Administra,., james-829ff2éfc.localdo.. 1169 199.93.63.126 80 Established Tue 3/29/1114
Administra.. james-829ff26fc.localdo.. 1170 £5.55.149.119 80 Established Tue 3/29/111
Administra.. james-829ff26fc.localdo.. 1171 207.46.140.46 S0 Established Tue 3/29/111(
Administra.. james-829ff26fc.localdo.. 1172 £5.55.18.18 S0 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1192 192,70.222.43 S0 Established Tue 3/29/11.
Administra., james-829ff2éfc.localdo.. 1195 74,125.226.145 80 Established Tue 3/29/11.
Administra., james-829ff2éfc.localdo.. 1200 74,125.226.179 80 Established Tue 3/29/11.
Administra., james-829ff2éfc.localdo.. 1202 74,125.226.169 80 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1203 74.125.226.179 s0 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1204 iad04s01-in-f113.1e100.. S0 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1205 74.125.226,178 80 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo... 1206 qy-in-f138.1e100.net s0 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo... 1207 qy-in-f118.1e100.net s80 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo... 1208 gqy-in-f118.1e100.net 80 Established Tue 3/29/11.
Administra.. james-829ff26fc 1029 0.0.0.0 0 Listen Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1163 wwwbay3vip.microsoft.com 80 Established Tue 3/29/11:
Administra.., james-829ff26fc.localdo... 1164 adcentercanada.com 20 Established Tue 3/29/11.
Administra.., james-829ff26fc.localdo... 1165 £5.55.17.27 20 Established Tue 3/29/11.
Administra., james-829ff26fc.localdo... 1170 65.55.149.119 80 CloseWait Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1175 192,70.222.34 80 Established Tue 3/29/11:
Administra,., james-829ff2éfc.localdo.. 1176 192,70.222.56 80 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1179 192,70.222.56 80 Established Tue 3/29/11:
Administra.. james-829ff26fc.localdo.. 1181 192,70.222.75 80 Established Tue 3/29/11.
Administra.. james-829ff26fc.localdo.. 1182 192,70.222.56 80 Established Tue 3/29/11 1
A.T\ninicfra iamas-22aF26f lacalda 1182 A5 55229 188 an Eatahlichad Tua 2/7a/114
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Step 43: Click the “Internet Activities” button in the Internet Activities window pane.
Step 44: Select the “Save Log” button at the top left of the page.
Step 45: Name the file “Internet Activities” and save it on the desktop

o=

SpyAgent Internet Traffic Log Viewer S073 Packets Logged

—Select an Internet Traffic Log to View

Username | Source Address | _Port | Destination Address | Port | Time | |~ |
’ Admini., 192.168,92,129 1162 64.4,31.252 80 Tue 3/29/11 @ 5:54:14.., e
@Admlnl 64.4,31.252 80 192.168.92.129 1162 Tue 3/29/11 @ 5:54:14.,
PYadmini. | 152.168.92.12 | 1163 64430252 |80 |Tue 3(23/11 @5:54:15.. |

@ Admini.. 64.4,31,252 80 192,168,92,129 1163 Tue 3/29/11 @ 5:54:15..,

@& sdmini fd a2t 259 an 1a%2 1A a2 124 11642 Tua 2/74/11 @ 55415 B
Traffic Log Data

GET /fisapifredir.dli?prd=ie&pver=6&ar=msnhome HTTP/1.1 Accept: imaage/qgif, image/x-xbitmap, image/jpeaq,

[ image/pjpeqg, application/x-shockwave-flash, */* Accept-Language: en-us Accept-Encoding: gzip, deflate User-
Agent: Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.1; SV1) Host: www.rmicrosoft.com Connection: Keep-
Alive Cookie: MC1=Y=3&GUID=9305c31948934f99a3e4f919c3746778b

Step 46: Click the “Internet Activities” button in the Internet Activities window pane.
Select Internet Traffic Log choice.

Step 47: Select the “Save Log” button at the top left of the page.

Step 48: Name the file “InternetTraffic” and save it on the desktop as an HTML file.

[l

SpyAgent Websites Log Viewer 38 Websites Logged

Select a Website Log Entry

Websites Visited -
All Websites

www.spytech-web.com

movies.yahoo.com

www.yahoo.com =
PAENnANCAM

< r ’
Pages Visited for Selected Website

Page Visited | Username | Start Time | End Time -
http:/fwww.microsoft.comfisapifredir.dli?prd=ie.. Administrator Tue 3/29/11 @ 5:54:13 PM Tue 3/29/11 @
http:ffwww.msn.com/ Administrator Tue 3/29/11 @ 5:54:15 PM Tue 3/29/11 @
http:/fwww.qoogle.com/ Administrator Tue 3/29/11 @ 5:54:26 PM Tue 3/29/11 @
http:/fwww.google.com/search?hl=en&source=h... Administrator Tue 3/29/11 @ 5:54:34 PM Tue 3/29/11 @

"
http:/fwww.msn.com/ Administrator Tue 3/29/11 @ 6:40:02 PM Tue 3/29/11 @
http:/fwww.qgoogle.com/ Administrator Tue 3/29/11 @ 6:40:10 PM Tue 3/29/11 @
http:/fwww.actualkeylogger.com/ Administrator Tue 3/29/11 @ 6:40:30 PM Tue 3/29/11 @
http:ffwww.google.com/search?hl=en&source=h..., Administrator Tue 3/29/11 @ 6:40:17 PM Tue 3/29/11 @
http:/fwww.google.com/search?hl=en&q=keylog... Administrator Tue 3/29/11 @ 6:40:36 PM Tue 3/29/11 @
http:/fwww.google.com/webhp?btnG=Search&hl... Administrator Tue 3/29/11 @ 6:40:55 PM Tue 3/29/11 @
http:/fnews.google.com/nwshp?hl=en8tab=nn Administrator Tue 3/29/11 @ 6:40:57 PM Tue 3/29/11 @
http:/fnews.qgoogle.comfnews/section?pz=1&cf... Administrator Tue 3/29/11 @ 6:41:00 PM Tue 3/29/11 @,
htlip://news.googIe.com/newsfsection?pz=l&cf... Administrator Tue 3/29/11 @ 6:41:00 PM  Tue 3/29/11@ Y
4 »

Step 49: Click the “Websites Visited” button in the Internet Activities window pane.




Step 50: Select the “Save Log” button at the top left of the page.

Step 51: Name the file “Websites” and save it on the desktop

Step 52: Click the “Internet Activities” button in the Internet Activities window pane.
Select Internet Connections Log choice

Step 53: Select the “Save Log” button at the top left of the page.

Step 54: Name the file “InternetConnections” and save it on the desktop

Extraction g

Step 55: On your desktop, create a file called “Extraction”
Step 56: Place all files created from previous steps into the “Extraction” folder
Step 57: Insert the USB jump-drive into the computer.

Step 58: Insert the “Extraction” folder onto the USB jump-drive

Step 59: Delete the “Extraction” folder from the desktop to cover your tracks
Step 60: End
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