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DOICIRC Incident Reference #: 
000000000003378 
 
DATE ISSUED:   
November 29, 2007 
 
SUMMARY:   
DOICIRC Advisory ID #: 20071129-35 
Title: Netscape Multiple Vulnerabilities 
Source: Secunia 
http://secunia.com/advisories/27800/  
 
 
NOTE:  If you are unable to click on any link in this document, please copy and paste the URL in 
an internet browser or go to the attached document. 
 
 
Secunia Advisory: SA27800 
Release Date:  2007-11-28 
Critical:   
   Highly critical 
Impact:   Cross Site Scripting 
   DoS 
   System access 
Where:   From remote 
Solution Status: Vendor Patch 
Software:  Netscape 9.x 
CVE reference:  CVE-2007-5947 (Secunia mirror) 
   CVE-2007-5959 (Secunia mirror) 
   CVE-2007-5960 (Secunia mirror) 
 
 
Description: 
 
Netscape has acknowledged some vulnerabilities in Netscape Navigator, which can be exploited 
by malicious people to conduct cross-site scripting and cross-site request forgery attacks or 
potentially to compromise a user's system. 
 
For more information:  
SA27605 
SA27725 
 
Solution: 
Update to version 9.0.0.4. 
http://browser.netscape.com/downloads/ 
 
Original Advisory:  
http://browser.netscape.com/releasenotes/ 
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Other References:  
SA27605: 
http://secunia.com/advisories/27605/ 
 
SA27725: 
http://secunia.com/advisories/27725/ 

http://secunia.com/advisories/27605/
http://secunia.com/advisories/27725/

