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KpaTkuii 0b3op intermediate languages




4yTo Takoe intermediate language

e Intermediate language is the language of an abstract machine
designed to aid in the analysis of computer programs. Intermediate
Language - Wikipedia 2015

e llcnonb3yercs kak B Teopun (M NpakTUKE) KOMMUASLNY

e AHaNOrM4YHO HE3AMEHUM U AJi1S AEKOMMUASLAN

e OrpoMHOe KOJIMYECTBO Pa3HbiX akageMUYecKnx 1 NpakTUYeCcKux
BOMJIOLLLEH WA

e OcHoBa ansa BbicokoyposHeBoro aHanusa - SMT, AEG, AEP, etc



e lI306peTeH komnaHueit Zynamics

e licnonb3osancs B npogyktax BinNavi, BinDiff

o [opnepxusaer apxutektypbl x86, ARM, PowerPC
e beckoHeuvHas namsats VM

e bBeckoHe4vHoe konmyectso peructpos VM

e bes Floating Point

e OpuruHanbHble yTUAUTBLI HanucaHbl Ha Java

1Sebastian Porst Thomas Dullien (2009). REIL: A platform independent intermediate
representation of disassembled code for static code analysis. B:



e 17 nHcTpyKuWii

e Anuacbl gisi peanbHbix pernctpos (eax, ebx, r0, )2

2REIL description - Zynamics (2005).


http://www.zynamics.com/binnavi/manual/html/reil_language.htm

e BAP - Binary Analysis Platform3

HacTtosiwee ums IL - BIL

PaseuTblii dpeiimBopk

e Uurterpauus c gpyrumu ytuautamu - TEMU, libVEX, IDA Pro,
Qira, ...
e OpueHTupoBaH Ha x86, ARM

Bes Floating Point

3Edward J. Schwartz David Brumley Ivan Jager n Spencer Whitman (2014). The
BAP Handbook. B:



bitblaze (vineil /vex)

e BitBlaze* - nnatdopma, ananornunas BAP
o lMeeT HeCKOLKO MPOMEXYTOUHBIX SA3bIKOB

VEX IL (libVEX n3 valgrind) - “HuxHunii" yposeHb

Vine IL - “BepxHuii” yposeHb

e Hanucan na OCaml + C++

#Heng Yin Dawn Song David Brumley, Juan Caballero u lvan Jager (2008). BitBlaze:
A New Approach to Computer Security via Binary Analysis. B:



SlBHOE yKa3aHue Bcex side-apdeKToB AN KOMaHA

Bnuxe Bcero k ESIL
OTrectuposaH u ncnosnbsyetcs 8 Valgrind
XOpOLLO MOAXOANT AJis SMY/IALNMN KOLA

N36biToueH



vine il°®

e BeckoHe4yHast namaATb
e bBeckoHeuHoe kONMUECTBO perncTpos

e [lopgnepxka Tunos

Mognepxka “variable scope”

5BitBlaze Team (2009). Vine Installation and User Manual. &:
6David Brumley (2008). Analysis and Defense of Vulnerabilities in Binary Code. &:
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rreil, openreil, mail

e RREIL” - rubknii si3bik, 3amena REIL

e RREIL - nogaepxxka Tunos

e RREIL - nHtepecHas koHuenuus “‘gomeHos”

e MAIL - IL, cozpaHHbIli ans aHanusa Malware

e MAIL - nossonsieT nporpaMme nepesanucbiBatb cebs camy

e RREIL n MAIL - onstb otcytctBue Floating Point

"Bigdan Mihaila Alexander Sepp n Axel Simon (2011). Precise Static Analysis of
Binaries by Extracting Relational Information. B:
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rreil, openreil, mail

OpenREIL® - npoekT, co3gaHnHblii gnst ucnonbsosannst REIL B
COBPEMEHHbIX peannsix

OpenREIL - nonHoueHHbIl dpeiimBopk, kak n BAP
e OpenREIL otanyaetcsa ot opuruHansHoro REIL

e Vicnonbayet libVEX n nmeer nogaepxky SMT-solving

8Dmytro Oleksiuk (2015). OpenREIL GitHub repository.
https://github.com/Cr4sh/openreil.
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https://github.com/Cr4sh/openreil

esil - cxoncTBa U oTAnYusS




KPaTKOE ONnncaHune

e Evaluable Strings Intermediate Language®

e Vcronb3syet obpaTHyto NosbCckyto HoTauuto (s ckopocTn)
e He npepHasHayeH ans 4TeHUs 4enOBEKOM

e [lo “yposHto" npubamxen k VEX

e Hebonbluoe konmyecTso nHCTpyKLuii

e [lonubiii yuét side-adbchekToB

9Radare2 Team (2015a). ESIL description.
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https://github.com/radare/radare2book/blob/master/esil.md

KPaTKOE ONnncaHune

e CpoekTupoBaH Anist BOABLIOro KONIMYECTBA apXUTEKTYP

e bBeckoHeuHasi namsaThb

e beckoHeuHble perncTpsi

e Asnacsbl (ncnonb3oBaHue “HaTUBHLIX MMeEH)

e EcTb BO3MOXHOCTb BbI3bIBaTb Kycku HaTueHoOro koga (+syscall)
e BozmoxHocTb fobasnerus “custom ops”

e Hert Floating Point (byzet B cregytoweii Bepcun)
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onepaHabi esil

Tabnuua 1: ESIL Operands®®

ESIL Opcode | Operands Name Desription

$ src Syscall syscall

$% src Instruction address | Get address of current instruction

== src,dst Compare v = dst - src ; update_eflags(v)
< src,dst Smaller stack = (dst <src)

<= src,dst Smaller or Equal stack = (dst <= src)
> src,dst Bigger stack = (dst >src)
= src,reg OR eq reg = reg | src

10Radare2 Team (2015b). ESIL Instruction Set.
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https://github.com/radare/radare2book/blob/master/esil.md#esil-instruction-set

NpaKTU4eckoe NpuUMeHeHne




radare

1 Radare advertisement in Berlin's U-Bahn (2015).
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https://twitter.com/alech/status/668385168206483456

radare2 yTuauTsbl

e rax2

e rabin2
e rasm?2
e radiff2
e rafind2
e rahash?
e radare2
e r2pm

e rarun2/ragg?2/ragg2-cc
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1 command <—>1 reverse-engineering notion

1. Kaxablli cuMBON KOMaHbl 4TO-TO 3Ha4uuT (w = write, p = print)

2. ObblYHO KOMaHAbI - 3TO abbpeBnatypsl gelicteuin pdf = p <->print
d <->disassemble f <->function

3. JocTynHa KOpOTKas CrnpaBka ANsi KaXkaoi komanasl cmd?,
Hanpumep pdf?,?, 777, 777 7$7 7@7
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radare2 — OCHOBHble KOMaHAbI Cli-pexxnma

r2 -A vnnun r2 4+ aaa : Ananus

s : Mepexop no ykasaHHOMy agpecy
pdf : lnzaccembnuposarmne dyHkuun
af? . Ananus dyHkunm

ax? : Ananus XREF

/7 : Nonck

ps? : HaneuataTb cTpoky (print string)

C7 : KommeHTapum

© © N o O R w DN =

w? : 3anucs (hex, onkogos, etc)
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radare2 — visual mode




radare2 — OCHOBHble KOMaH/bl BU3YalbHOrO PEXMUMA

1. V7 vnn npocto 7 : lMomowws no komaHaam

2. p/P : nepekntoyeHne Mexay pasHbIMU BU3yasbHbIMY
npeacTaBAeHNAMN

3. Haeurauus c nomouysto crpenok/hjkl

4. 0 : nepemecTUTbCA MO afpecy

5. e : BU3yanbHbIll peXXNM HacTpoek

6. Vv : CnnMcok yHKLMi

7. :HUD

8. V : ASCIIl Graph

9. 0-9 : Mpbixok Ha yHKUMIO

10. u : Undo
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SMYNALNSA YHACTKOB KOAA

e ae™® Habop uHCTpyKLMli

e aei - nunuymanusauus ESIL VM

e aeim - nHuumanusauyms creka/namstu VM
e aeip - ycranoska IP (Instruction Pointer)
e aes - step B pexume amynsyun ESIL

e aec|u] - continue [until]

e aef - amynauns dyHkunmn
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IMYNAUNA YHaCTKOB KOAa

e DEMO
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embedded controller - 8051 - esil vm!2

e r2 -a 8051 ite it8502.rom

o .ite it8502.r2

e e io.cache=true gns ncnonb3oBanus kewmposaHus 10

e 3anyctum aei

e 3anycTum aeim

® 3anycTum aeip Ans cTapTa C MOMEHTA yKa3aHUsi KOMaHfbl

e aecu [addr] gns amynsauum, noka He gocturvem IP = [addr]

2ESIL emulation in radare2 (2014).
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http://radare.tv/a/44

COBMECTHAaA OTJiagKa

e Vlcnonbzosatue “nogckazok” ESIL npu BusyansHoli oTnagke
e DEMO
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SMYNAUNA vm

e [103BOISIET BLINOMHUTL PACNakoBKy uau BbinosHeHne 8 VM

e Xopolunii npumep - ncnons3sosanne ESIL ans pacnakosku Baleful'3

13Skuater (2015). Reverse Engineering Baleful Virtual Machine with radare2. B:
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aBTOMaTU4eCKoe oTobpaXkeHne pesyabTaToB IMYAALNUN B

Aamnsaccembrepe

OTobparkaeT B KOMMEHTApPUSIX 3HAYEHNSI PETUCTPOB U MSMSTM
e llcnonb3yer TOT xxe MexaHu3Mm smynsuuu koga ESIL VM
e [lokasbiBaert likely/unlikely gns ycnosHbix nepexonos

e e asm.emu=true
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dBTOMaTU4YHECKOE 0T06pa>KeH|/|e pPE3YNETATOB SMyAALUNN B

Aamnsaccembrepe

e DEMO
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KOHBepTaLusl B Apyrue si3biki - openreil

OpenREIL - paseuthbliii cpeiimcopk

e EcTtb Bo3amMoxHoCTb ucnonbsosanns SMT

[obasneHa BoamoxHocTb koHepTauun ESIL 8 OpenREIL

e KomaHpga aetr
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KOHBepTaLusl B Apyrue si3biki - openreil

e DEMO
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embedded controller - 8051 - esil2reil

e r2 -a 8051 ite_it8502.rom
o . ite it8502.r2

e run pae 36 ans nokasa ESIL npeacraeneqns dyHkuun
'set SMBus_ frequency’

e run aetr “pae 36" s koHeepTauun ctpokn ESIL B REIL

e CoxpaHuTb BblBOA B chaiin u nepegath ynpasneHune 8 OpenREIL

e MoxxHO npofenaTb BCE BbllLENEPEYNCAEHHOE C MOMOLLbLIO r2pipe

cKkpunTa

4Dmytro Oleksiuk (2015). OpenREIL GitHub repository.
https://github.com/Cr4sh/openreil.
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https://github.com/Cr4sh/openreil

radeco il u radeco decompiler




esil -> radeco!®

e llcnonbsyet ESIL B kayecTBe BXOAHbIX AAHHBIX

e llcnonb3yet apyrue metagaHHble n3 radare?

e Coepunsiercsa c radare2 yepes r2pipe

e Hanucan Ha Rust

e Bonbwas yacTb koga HanucaHa asyms ctygedtamun GSoC 2015
e AsTopbl - Sushant Dinesh n David Kreuter'®

e GSoC 2015 npowen nog arugoii npoekta Openwall

5 Radeco GSoC 2015 report (2015).
16Radare2 Team (2015c). Radare2 GitHub repository.
https://github.com/radare/radeco.
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http://radare.today/posts/update-on-radeco
https://github.com/radare/radeco

NMPUHYNHBI NOABNEHNA OEKOMMUINATOPA

o Cyuwectsytowme FOSS gekoMnuasitopbl He y4uThIBaOT NociegHmne
nccnefoBaHust

o Akagemnueckne (HO MHTEPECHbIE) MAEN HE UMEIOT MOJHOLEHHOI
peanusauun

Radare2 Hyxpgaetcs B nekomnunsatope

e Xopoulee n untepecroe 3agavue ans Google Summer of Code
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onucaHue radeco il

e [pacboBoe npencrasneHve
e Bzsatwl ngen ns RREIL n MAIL

e llcnonb3soeanne SSA Ha atane audtunra ESIL -> Radeco IL

Bcrpoertas noggepxka DCE (Dead Code Elimination)

e bBaszoBas BoamoxxHOCTb BblBOA TI/II'IOB]'7

"Thanassis Avgerinos JongHyup Lee n David Brumley (2011). TIE: Princpled Reverse
Engineering of Types in Binary Programs. B:
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radeco demo

e DEMO
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nyTn OyayLlero paseuTus




NOALEP)KMNBAEMbIE APXUTEKTYPbI

e Ceiluac nyywe Bcero nopaepxusatorcs x86, ARM, GameBoy, 8051,
etc

e [nobanbHas uens - nogaepxka ESIL ans Bcex apxutekTyp B radare2

e [opaepxka npoduneii aas BbibpaHHbIX MoandUKaLnii/BaprnaLnii
npoLeccopos
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noaAepXKrBaemble Habopbl MHCTPYKL WA

e Floating point (LLVM/McSema)*8
e BekropHble nHctpykuyun (SSE, AVX, Neon, etc)
e VLIW unctpykunu (ans amynsuun koga DSP)

18StackOverflow: floating point in ILs (2014).
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https://reverseengineering.stackexchange.com/questions/5998/floating-point-in-re-intermediate-languages-like-vine-il-bap-il-and-google-zyn

BU3yaJibHaA OTN1IagKa N TPaCCNPOBKa

e Vnyywenne Ul

e BosmoxHocTb BW3YyaJIbHOI0 CPaBHEHNA SMYNAUNN N HATUBHOIO
BbINOJIHEHUA

e VYcrpanenue “meptBoro’ koga us ASCII rpacpos Ha nety

e Wuterpaumns 8 WebUl u Bokken!®

19Bokken (2015).
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http://bokken.re

pasBuTue gekoMnuaaTopa radeco

lenepauns C kopa

MNopaepxka HAaTWBHBLIX TUMOB

e CuHXpoHU3auus C OTNAAKON

e ABTOBbIBOA TUNOB/pacno3HaBaHue obbekToB u knaccog?02!

20Thanassis Avgerinos JongHyup Lee n David Brumley (2011). TIE: Princpled Reverse

Engineering of Types in Binary Programs. B:
21Wei Huang Xue Lei Wenging Fan, Yixian Yand u Zhongxian Li (2015). IL
Optimization: Detecting and Eliminating Redundant Eflags by Flag Relevant Chain. B:
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