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Mobile Application Security

e Background
— Mobile operating systems

— Microsoft operating systems
e Windows 8, Windows RT, Windows Phone

e \Windows Phone 8

— Application Penetration Testing

o XAP file format, sideloading, decompiling, configuring a web
application proxy

— Mobile Device Security Testing
e Jailbreaking, File system analysis, network vulnerability assessment

e Future work
e Resources and further references
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Background
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Mobile operating systems

Top Smartphone Operating Systems, Forecast Market Share and CAGR, 2012-2016

2012 Market 2016 Market CAGR 2012 -

Smartphone 0S Share Share 2016 (%)

Android 68.3% 63.8% 16.3%
i0S 18.8% 19.1% 18.8%
BlackBerry OS 4.7% 4.1% 14.6%
Windows Phone 2.6% 11.4% 71.3%
Linux 2.0% 1.5% 10.5%
Others 3.6% 0.1% -100.0%
Total 100.0% 100.0% 18.3%

Source: IDC Worldwide Mobile Phone Tracker, December 3, 2012
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Mobile operating systems

[} www.examiner.com/article/windows-phone-overtakes-blackberry-market-share

Interests Creative Games Automotive Gadgets & Tech Travel Video More

Windows Phone overtakes
BlackBerry in market share

MOBILE | FEBRUARY 6,2013 | BY: R. CHASE RAZABDOUSKI | 4 Subscribe

210 | 33 0 m 0 Internet newsletter
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Microsoft’s current
OS portfolio

e \Windows 8

e \Windows RT

e \Windows Phone 8

Hardware Applications OS Kernel
Architecture Architecture

Windows 8 x86/x64 Win32/WIinRT Windows NT
Windows RT ARM WiInRT Windows NT
Windows Phone 7 ARM Silverlight / XNA Windows CE
Windows Phone 8 ARM Windows Phone RT Windows NT
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Windows 8

« x86/x64 CPU compatible hardware hardware
« Win32 and WinRT application architecture
« Key OS security features:

« ASLR (Address Space Layout Randomization)

« DEP (Data Execution Prevention)
« SMEP (Supervisor Mode Execution Protection)

* Secure boot (UEF) Windows 8
- ELAM (Early Launch Anti-Malware) Metrosyle apps
. m‘aﬁﬁ XAML XAML
- Bitlocker | o
« Application sandboxing raeT

[ ]
o Windows Core OS Servi
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Windows Phone

‘Rebranded” Windows Mobile:

— Up to v6.x: Windows Mobile
— V7.x+: Windows Phone

10;
AMn |
amn 0O

OneNote

Local Scout

Thanksgiving Doy ARM hardware architecture (similar to iOS,

All day

Blackberry OS and Android)

22 Windows Phone Runtime application
— architecture (not identical to WinRT)

= | = ‘U Windows Phone 7: Windows CE kernel
H @ Windows Phone 8: Windows NT kernel

Nokia Music

g
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Windows Phone 7

e Windows CE kernel based

e First mobile MS OS with ‘Metro’ interface

e No device encryption

e Only Microsoft and Marketplace apps have
digital signatures

e Apps require either a Silverlight or XNA
runtime; Susceptible to
reverse-engineering and manipulation

e Marketspace for Homebrew: DevStore8
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Windows Phone 8

sy * NT Kernel based
— NTFS support

AMn mi — Device encryption (BitLocker)
Localsooix Onatiot — Sandboxed apps
Algay 0 — SafeBoot: Secure EUFI Boot (Unified Extensible
Firmware Interface). UEFI = Successor to the
o .22 legacy BIOS firmware interface
e Makes it difficult for software without correct
o digital signature to be loaded on your Windows
1 ﬂ Phone
¢ @ Nokia Music e TPM 2.0 standard, requires unique keys to be
burned into the chip during production
@ — All Windows Phone 8 binaries must have digital

signatures by Mircrosoft to run
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Windows Phone:

AEEIication Penetration Testing
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Prerequisites

e When using a physical phone: unlocked phone is required

e Application logic and server side can be tested with an
intercepting proxy (e.g. Burp) without unlocked phone, but
local storage and local application configuration settings cannot.

e Unlocking phone:

— Using a developer account and developer unlock: 99$/year. Developer can
install up to 10 sideloaded applications

— Students: can install up to 3 sideloaded apps

— Register a company trusted certificate for enterprise app stores:
$399 / year
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Prerequisites

e \Windows Phone SDK install:
http://dev.windowsphone.com/

e Emulator is installed as part g -
of SDK. Emulator is installed
at the following location:

Icid] [/video widthXheight] [/showName] [/noStart] [/snapshot [snapshotName]] [/displayName text]
[/fastShutdown] [/7]

/name vname: The name of the virtual machine to use. If none is given, the default 'Default Windows Phone
Emulator' will be used.

/vhd vhdpath: The path to the VHD for the virtual machine. This is only required if the virtual machine doesn't exist.
/memsize sizeMB: The amount of RAM in MB that the virtual machine should use. Default: 512
/com([1|2] pipeName: The named pipe the host can use to communicate with serial ports of the virtual machine.

/createDiffDisk diffVhd: Create a differencing disk and use the path given by /vhd as the base. The virtual machine will
then use diffVhd as its VHD.

directories|

b files
IETIETELUN /language Icid: The hex language ID to use for the emulator. This applies only to host-side emulator application and

C:\program files (x86)\

/video widthXHeight: The resolution the emulator application should first start with. Example: /video 640x800. Default:
480x800

M icrOSOft XD E\8 . O\XD E . exe LLRIIEAN | /<howName: Display the name of the virtual machine on the emulator chrome.

hoth —xml c| i

/noStart: After creating or modifying the virtual machine, exit the program without showing the emulator.
ity Uerifie
/snapshot [snapshotName]: Tries to use a snapshot with the given name. If the snapshot isn't found, or is
incompatible with the VM's current settings, a new snapshot will be taken after a full boot. If no snapshot name is
ent . given, 'Default Windows Phone Emulator Snapshot' is used.

at 12h37’25

JORPPHPPOPN | /isplayName text: The text to use for the application window and task bar icon.

L] L]
/fastShutdown: Turns the virtual machine off without waiting for the OS to gracefully shutdown.
. Isua u IO X ress E files "
files /2: Shows this usage dialog.

ed to fciv.

(free) or Visual Studio 2012 =+
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Prerequisites

e Windows Phone Power Tools - http://wptools.codeplex.com/
e ILSpy - http://ilspy.net/
e Tangerine - https://github.com/andreycha/tangerine

Commercial alternatives:
— XAML Spy - http://xamlspy.com/
— .NET Reflector - http://www.reflector.net/
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Prerequisites

e Windows Phone 8 emulators are Hyper-V virtual
machines having their own IP address.

e When using an emulator for testing, system with ore i3,

i5 or i/ or equivalent AMD processor supporting newer
hardware virtualization features is required.

=1

aaaaaaaaaaaaaaa

Check that Hyper-V is
enabled in Windows:
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Prerequisites

EEETT
When using vmware:

e enable the VT-x/EPT hypervisor option
e Add the following line to your vmx file, if not already there

e 00 @ Windows 8 x64: Processors & Memory
Y ——— @ Windows 8 x64.vmx
<> Show All Add Devic o
T‘ @ File Path v : /Volumes/Macintosh HD/Virtual Machines /Wi 8/ 8 x64 /Wi 8 x64.vmx
<4  » | [ Windows 8 x64.vmx %
Processors .encoding = "UTF-8"

config.version

This virtual machine is configured to use: virtualHW.version

1
2
3
a 4 hypervisor.cpuid.v@ = "F/
| 1 processor core 2 5 mce.enable = "TRUE'|
6 scsi@.present = "TRUE"
7 scsi@.virtualDev = "(sisas1068"
Memory 8 memsize = "4048"
. . X i . 9 mem.hotadd = "TRUE"
Increasing the memory allocation of the virtual machine can improve performance 10 scsi0:0.present = "TRUE"
but may also reduce the performance of other running applications. 1 scsi@:0@.fileName = "Virtual Disk.vmdk"
12 idel:@.present = "TRUE"
- 13 idel:0.fileName = "auto detect"
L 2048 !\ MB 14 idel:@.deviceType = "cdrom-raw"
U 15 ethernet@.present = "TRUE"
16 ethernet®.connectionType = "nat"
Recommended value: 2048 MB 17 ethernet@.virtualDev = "el@00e"

18 ethernet®.wakeOnPcktRcv = "FALSE"

19 ethernet®.addressType = "generated"

[g Enable hypervisor a} 20 ethernet®. linkStatePropagation.enable = "TRUE"
21 usb.present = "TRUE"

Enables running modgfn virtualization applications by providing support for Intel 22 ehci.present = "TRUE"

VT-x/EPT inside#Ts virtual machine. 23 ehci.pciSlotNumber = "34"

Advanced options

plications in this virtual machine

- ] N s N 24 usb_xhci.present = "TRUE"
|| Enable code profiling applications in this virtual machine . sound.present = "TRUE"
Enables running modern code profiling applications by providing support for B 26 sound.virtualDev = "hdaudio"
CPU performance monitoring counters inside this virtual machine. L2l 27 sound. fileName = "-1"

enabled.
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Sideloading apps

e Sideloading: installing applications on your device without
using the official Marketplace directly

e Windows Phone 8 only allows apps downloaded through the
Windows Phone Store by default

STORE

e XAP applications can be download SD card
from the store or provided by the ,
developer and sideloaded O g Facebook
via MicroSD storage card - % Flosh Cinem

e Limitation:

— Only apps signed with g+ P
trusted certificates will run (on unlocked &> Lumia Clock
phones)

— Phone will validate that the app on the
storage card is the latest release
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Windows Phone: XAP files

o ZIP file formatted packages (similar to Android APK)

— AppManifest.xaml file: defines the assemblies that get deployed in
the client application. Updated when compiling your application

— DLLs required
o MIME type: application/x-silverlight-app

P

Name Type Compressed size

‘* AppManifest Windows Markup File 1KB
% SilverlightApplication2.dll Application Extension 4 KB
2 System.Windows.Controls XML Document 25 KB
\%| System.Windows.Controls.dll Application Extension 71 KB
2 System.Windows.Controls.Extended XML Document 11 KB
\%| System.Windows.Controls.Extended.dll  Application Extension 56 KB
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Windows Phone: XAP files

e XAP Files from app store: PlayReady DRM encrypted

PlayReady DRM header:
<WRMHEADER xmlns="http://schemas.microsoft.com/DRM/2007/03/PlayReadyHeader"
version="4.0.0.0">

<DATA><PROTECTINFO><KEYLEN>16</KEYLEN><ALGID>AESCTR</ALGID></
PROTECTINFO><KID>w3i0edJP7EO0gQ6aQzdAoSQ==</KID><LA URL>http://microsoft.com/</
LA URL><CUSTOMATTRIBUTES xmlns=""><S>9FcV5qmfIsMc+X2MVmX3Hw==</S><KGV>0</
KGV></CUSTOMATTRIBUTES><CHECKSUM>Hu3+fizBvKU=</CHECKSUM></DATA>

</WRMHEADER>

e DRM is added by the marketplace in real time, based on
the LiveID cookie value

o Encrypted XAP files do not run in emulator!
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Windows Phone: XAP files

o XAP application binaries can be downloaded from
Windows Phone Store from a computer

e Windows Live account required with Windows Mobile

28 Windows Phone Search apps and how-to »p

Expl

Phones Features Apps+Games News How-to M*Pp‘:'e H
My Phone

Overview Spotlight Apps Games Purchase history

23 Windows Phone

St.George

St.George Mobile Banking for Windows Phone 7 #

No registered device

You need a Windows Phone with a linked Microsoft account before you
can get apps from the Store.

unts
or search for specific suburbs +
ion (including the Lost or Stolen Card line), branch hours and

Get help  Cancel

gcorgc éstgcorgc
| contact locator

— : 0606
s st

Download and install manually
Learn more
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Windows Phone: XAP files

e How to recognise difference?

] \\vmware-host\Shared Folders\Desktop\WM8&\apps\
File Edit Search View Encoding Language Settings Macre Run Plugins Window ?
cBHH® s Lk 2| R x| BRE|=1
| Security_Dashboard xap Ki]

[NUL e Rcl= =

‘ E)dri+:4; |dEY4 ! ° SHENASZ ¢bi | DERRUCDADLT=) 1 (E : @OC00]

7 A}IEVUX 4E=1it)EL4tips XU~~4TupUE

“ L EAGSOQSE; 2VEMRABESA-YTHF  BeEnz~:3) =Ae=:T: A>ELD+Ke e &
O0¥ax'1Q", FSCnERMSUMAZERG:S\ , AT 68k ', @ 1S TR

-
s O W W

Encrypted: PlayDRM header

| ] australia-post.xap ¥

Qe . N-% Isa°f ' " RARNEBXVEE >, -

¥
k

=AAX=8Pi0E [iyEp'

T_ " File Path v : ~/Desktop/WM8/apps/australia-post.xap

Not encrypted PK (ZIP) header

v ¥ oy

1
2
3 17 }eé&ﬂ"‘duu&élkakE-i #Uldn! 152 W% Ffi=1 3 +SNéqe—ii->+,M5 BQE “>fi~eVBF ,~4=™A —V E4AITN 00 #0W>0+ SAé«|a13€A] eCP
4 \QE AéuOEhACl‘I/ 187} A <J3bR~A <oV 41 MMS—A‘E":f » 41 R+n$ B ‘@~07%,0_e oCY['P °IU nu{ sE@‘A C +Y S w- "0230 nanu0}iaz)7 b~ "€-
5 Ji eld¥ké™ 1721 [éxte 43— Ju= 312 fi46) 1~ d1@Z3«581-7#PaU < A0'~ 2 TS@Péo BQGo%Iviih S +E' 45106 (0201 (v ¥aL740+ Ox SN¥"0IpI= 1 A}¢
6 Oi=

7| | e.d EikjfatpEalb(47G(474F=072VxyE+ull @SUhLEWeVA+Ar}4ns fl4g1" foz #=> — A°aC ~«74 & \1 69CO "¥ONA 4q &.Y1Zt=w@ ~'0aV§RA _6:IU[ i
E ‘wAg UA,, [m0Eu~Z48 0a0A | ° fiN> mdtXoCz>qlAIQedu-a%=§§"U( "1 A2 7@/ é7¥é®hoy  j6F9<Séi qdVZ, ! ¢nC»I « fi *bj W—!kAqI 17@QE=P °“Gi
9 ' _ ¢UkYxa=ng (i+; 60sVQ.6-1BA-sU, "G 10 i* 4g>Rc™9Yeg O1C!A! ,q+Tg>6V?id6 AN»fi€ "REe . '06 YA b gi&| @Dz a+I™®< ()<B— I)>u2&@IAF»%
10 .e"jy0Q9° Aika; 10k [E XC,IP/E>E"50"B42figS [né\ >g+Yisfit=b:be0

1 +°1 R EIGHR£ [waDoiY#z+[]-|*U+AGRA™ ' »Ny ™’ Vt£Y(@OEI91=B 181 gpIiEMNO2Ag+-d=uY{é-5000E6c™ ," K z/ 1aA <ZOUEA,A VMG1IA"E-CwWZNET
12| | file+®P &K 88P\16&8E»;*(1GE T 6&\&sEa» - RO{=xfiDCaNiea£«YE0SQS YOREWENTN{ U6BU~' AMiM [ §¥c107®A4: £>kEDD?5— (i’ A€ A<, $ BECS z6—°u
13 —4§€ Oy K" eiied.” E6° “84bA w¥a=iy ' 0IZ[|G GI ,45'[) EETU —“ ‘HTJ;S Af-3}B~] [8A UeT==Q$1€=13%,8AK/"j ...Do*Ny » ~%1i1zCAOI\&0*
14| | +tN8 qEgl& c=pa0§5n203t0>Eé2<6 ™ A,YGAZiEOP' "uhi™° ™}Xoe [Om n=0 " =, T~ “AZ '¢ OWO¥ 21»'JEQ& O-1 6qf@ syM And" 20 E”o (>, :0C b
15 |6w “9INTFBE A/=K € Vs 2£°70 Al<dd~  29GE& pBLi/[” R,G.-1#&3°F ;4 VAVON=U0"L<& EcLmAvémedf &o\E AAU .06..80 ohOfl [V5_fl}* iV« _ 3(
16 @0f= "6 NPUAzxA Y1L®. :USNZ¥,-bhYA+004.¢ &, ®u =" i='OADII"E™+ ~?3"" b« +ges=EAj -}0430/UUx—0":>""i¢u™»{<"IV~IR"'ad"H]
17| 4h=,0"f=1e|3 gq f-0n¢d 0. K10"CIHE20b N <B] 17, M3EDK. C¥ r \ , t<Z g¢ |Pxfl

18] Gfitto co- 1bFL°F;07615t '"@'@ém $3'yVAI A7 4ES? 6; de°U” 1 Qe_6hwv = 30 4>Kif" ©p 323086, EzCpE™ (-~ GogemiAR(" °# [uV E? ,E ed/=()
19 < 7aKIW & $yAai/0gA ¥(ime##EC*iS6(=>0A\E{ "M’ 00 §¥fUU +, ?»E OEA [$9v IU@Oa~ i+(0/~50woid-|i9,5@E" Qa{méiyekl"Aad=0"eROeHEt<0g» :
20 {3(|a} *0=(£f_o ODA&G* (5+0<4/—E{i vuAQw’+Awe-(B"
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Windows Phone Power Tools

Great tool that can be used to:
e Deploy XAP files

e Inspect device storage on a physical device or on an

emulator

connect to a device about settings - O

>
o

N @ o

XAP Path (select multiple files by hitting browse, or by

i
C:\Apps\xap files from MS store\commbank.xap; BROWSE

INSTALL UPDATE

« Failures are silent - Updating a xap that is not already installed will have no effect
 Installing a xap that already exists will wipe the existing installation and reinstall the xap

You can also add previously used xaps:

* No previous Xaps * —m WVired Threat

Level ‘
n SAI}IS ISC

o Dark Reading

am
uE

SecCurl

News
- The Register

F
I
I
I
I

o ShellContent
o Transfers

_ ApplicationSett

ngs

cconnect to a device bout setting!
4 Security News Reader CREATED
4 W Shared 3/14/2013 1:12:00 PM
M Media ATTRIBUTES
M SheliContent Directory
Ml Transfers LAST ACCESSED
4 5 Security Dashboard 3/14/2013 1:12:00 PM
4 M Shared LAST WRITE

3/14/2013 1:12:00 PM

0

PUTDIRECTORY ~ DELETE
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Setting up your proxy server

e Windows Phone 8 emulators are Hyper-V virtual
machines having their own IP address.

e Network traffic needs to route from the Hyper-V
virtual machines through the Hyper-V host (i.e. our
test machine)

e As a result, we need to:

— Make sure your proxy software is configured to not only listen
on the local interface

— Configure your IE proxy settings to proxy through your
HOSTNAME, not 127.0.0.1 or LOCALHOST!
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Setting up your proxy server

e Change the proxy settings in Internet Explorer

to your system HOSTNAME
e Restart your emulator (Each —— =
time you change your proxy | * . 27 %
settings you will need to g
restart the emulator) SR |
|
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Burp ntruder Repeater Window Help

s | Spider | scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Options | Aterts

| (sl o | osions |

Requestto http:/www.sans.org:80 [68.35.59.202]

(oo | (oo | [(ierceptimon) [ acwon | =
Raw | reaces | rex

IPv6 Focus Month
Kaspersky Firewall IPv6
Vulnerability

G Upaned 2013-03°12 235234 urc
= [

GET /banners/1sc_ss.php HTTP/L.1

Accept: texc/html, application/xhtmltxml, */*

Referer: hep://isc.sans.edu/diary.heml?rss

Accept-Language: =n-US

User-Agenc: Mozilla/S.0 (compatible; HSIE 9.0; Windows Phone OS 7.5; Trident/S.0; IEMobils/S.0; Microsoft;
Virtual)

Accept-Encoding: gzip, deflate

roxy-Connection: Keep-Alive

Host: wuw.sans.org

2]l

> ICV-REST Rl 2

Kasperksy today released an update to its

A packet vath a arge “Destination Head:
caused the freval to crash and drop al

18v6 uses a very minimal I? header, Instead of

File Edit Rules Tools View Help GET /book

Wing Config () 49 Replay X~ b Resume | & Stream i Decode
Web Sessions

Resut Protocol Host URL
155 20 MR scsas.edu frssfeedom

15 1 MR isc.sans.edu_[dary.htmistoryid=153858rss
BT 57 200 he isc.sans.edu_[dry Microsofts¥arch +2013 +8lack +Tuesday +Over,
@1 isc.sans.edu fis/socialshareprivacy favery.js
w159 isc.sansiedu fcss/design/styles.css
w160 scsans.edu fessfsccss
w61 isc.sans.edu fessfite_selector.css

scsams.edu fisfatng:
isc.sans.edufessfskinsfred css.css
fisfsocalshareprivacy iavery.socalshareprivacy.is

G2

< ogosfisc/medium.png

227PM

220 mms

eds
Tunnel to

winn.sans.org

jmages design/custom site-selector

ons-24fnfor

Save |8 @ Browse ~ GX Clear Cache
 composer | [ Fiters | [ Log
@ satstes o
[Feaders | Testview | WebFoms | Hexten | Auth
Codes | Raw | 30N | a
Request Headers Raw) I i
GET /dry MorocfeMarch 2013+l Tuesday-Ovenven, 153 e
Client Overview of the March 2013 Microsoft patches
Accept: extihen, appicaton -, 1 ot st
Accept-Encoding: g2p,defte
AcceptLanguage: ents The i WS cumuttie e ddng

User-Agent: Mozla/5.0 (compatile; MSIE 5.0; Windows Phone: s or it more ulneabies Al 8 e
et ofth useafter fre”type and theyalallow

{indam code xecuton.
Connecton: Keep-Alive 57005,
Host:sc.sans.edu

Syt 01130848 s

e icons/pentest.

[Ceteymmmin | Transfomer | Headers | Textvew
Inageview | Hexvew | Webvew | Auth | Cachng i
Cookes | Raw | 30N | wu

double deeference winerabilty that allows
Fandam codeecuton i SARTIL
T ao afedsthe i verson of sbright
o pte 1 xpactd v o st
The SyntaxView Inspector displays syntax- e e o s
highighted HTML, Script, CSS, and XML. If y (lapse

Download and Install Syntaxview now.. e

Learn more about Syntaxview and other nspector add-ons,

Remove this page

¢ 225PM
W52 0 3/14/2013
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Decompiling applications:
XAML Spy

XAML Spy ($79, free trial). Prerequisites are 1 of the
following: S < I

€

I settings

. I LE PY SOFTWARE
EVALUATION COPY Thank you for evaluating XAML Spy. View license settings
=
o JustDecompile z= pEcommLERs
DECOMPILERS XAML Spy integrates with third-party tools for decompilation services. Specify the executable location of at least one of the

PLATFORMS supported decompilers below to enable decompilation support in XAML Spy.

WINDOWS PHONE For more information on the XAML Spy decompilation features see the online help.
o e eC O r XAML SPY SERVICE
EEEEEEE

CONTACT ILSPY
AAAAA LSpy is an open source .NET assembly browser and decompiler.

are-host\Shared Folders\Desktop\WM8\tools\ILSpy_Master_Z select

« ILSPY (free): http://ilspy.net/ B

. JUStDecompile (free): JUSTDECOMPILE
http://www.telerik.com/products/ “mp'fm”k .
decompiler.aspx

o Reflector ($95, free trlal) REFLECTOR
http://www.red-gate.com/products/dotnet- ——
development/reflector/ swsok
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Decompile XAP files:
XAML Spy (Commercial)

- RSy ey | vy 103, 193
4 PhoneApplicationFrame
4 Border ClientArea (106
4 ContentPresenter
4 NewsFeedReader
4 Grid LayoutRoot
4 StackPanel TitlePanel (2
TextBlock ApplicationTitle
TextBlock PageTitle
4 Grid ContentGrid (99
4 ListBox MainList (58
4 ScrollViewer Scrollviewer (97
4 Border
4 Grid (95
4 ScrollContentPresenter ScrollContentPr

4 ltemsPresenter (54
4 VirtualizingStackPanel

ListBoxltem (6
ListBoxItem
ListBoxItem
ListBoxItem (&
ListBoxltem (6
ListBoxltem
ListBoxItem
ListBoxltem (6

Limitations: only works for non DRM
Microsoft store)

PROPERTIES

USER INTERFACE

Explore the visual user interface tree of the apg

W5 546

xaml s|
Security Dashboard 24

SANS ISC

Infocon: green
al

IPv6 Focus Month: IPv6 Encapsulation - Protocol
41, (Sat, Mar 9th)

IPv6 Focus Month: Filtering ICMPV6 at the
Border, (Fri, Mar 8th)

ISC StormCast for Friday, March 8th 2013 httpy//
isc.sans.edu/podcastdetailhtml?id=3172, (Fri,
Mar 8th)

No

protected XAP files (i.e. apps not from
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Decompile XAP files:
Tangerine (Free)

C

Tangerine

- s W

File

Target application:

Tools  About

Static analysis | Dynamic analysis

(= {Security Dashboard

-. Security Dashboard.dll

g NewsFeedReader

g MainPage

0@ NewsFeeds

0@ VulnsFeeds

0@ PatchesFeeds

Ag ItemViewModel

g MainViewMode!

A2 ltemModel

A FeedData

A MainModel
App
-@ Void .ctor()

(- 2% RootFrame
@ Void Application_Launching(Object, Launchi
- Void Application_Activated(Object, Activatec
=@ Void Application_Deactivated(Object, Deacti
-@ Void Application_Closing(Object, ClosingEv:
-@ Void RootFrame_NavigationFailed(Object, M

0-#2-8-8-0-8-B-B--8-8

-§ \oid Application_UnhandledException(Objec
@ Void InitializePhoneApplication()
@ Void CompletelnitializePhoneApplication(Ob

-@ Void InitializeComponent()
- A WebView

C:\Apps‘xap files from web\Security_Dashboard xap

General information | Capabities | Requirements
Product ID: {2ef253&f-61ad-475d-bf48<871793bb 11}
Title: Security Dashboard
Version: 1.0.0.0
Platform version: 7.5 and higher
Author: Security_Dashboard author

Screen Resolutions:

Mobile Application Penetration Testing

Open XAP Open folder

(¥

File Tools About
Target application: | C:\Apps'xap fils from web\Securty_Dashboard xap

Static analysis| Dynamic analysis
Global hooks

[¥] Log method names

Log parameter values

Log retum values

Method hooks

Patching C: Data\Local

Finished patching assembles.
Signing dl fes.

(Done)
Creating new XAP file
(Done

(Don
Connecting to emulator.

Autos | Locals | Watch 1

©20

Tangerine - o

Open XAP  Openfoder

Windows Phone Emulator is doing
a complete OS boot...

Add. Edt. Remove

1\Securty Dashboard di

Deploy.

Call Stack | Breakpoints | Command Window | Immediate Window | Output IntelliTrace | Solution Explorer
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Windows Phone:

Mobile Device Securitx Testing
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Windows Phone 8

v O &

ft [ www.wpcentral.com/microsoft-beefing-security-windows-phone-8

Windows Phone Central
Forums News Reviews Help & HowTo Devices Apps Games Contests Developers Editorials

FREE SHIPPING on orders over $50

Microsoft's beefing up security
with Windows Phone 8 may
make custom ROMs a thing of the

pa St CASES AND SKINS CHARGERS
m By George Ponder, Monday, Sep 3, 2012 at 7:43 pm = " ]

E g Tip Us On News!

SHOP ACCESSORIES

SEE ALL ACCESSORIES »

RPNAWRSRE ANCEQSNRIES FNR VNI IR PHNNE
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Windows Phone 8

ff | [ www.wpcentral.com/against-all-odds-windows-phone-8-has-been-hacked-htc-hd2 D Qﬁ,ig’/‘\g
Windows Phone Central
Forums News Reviews Help &HowTo Devices Apps Games Contests Developers Editorials Searc
SHOP ONLINE | FREE SHIPPING on orders
Against all odds Windows

e
Phone 8 has been hacked on

to the HTC HD?2 SHOP ACCESSORIE

BROWSE ALL ACCESSORIES

m By Daniel Rubino, Thursday, Nov 29, 2012 at 10:50 am
CASES AND SKINS CH,

I
about

4 G\ ¢ information

. Windows Pho
Model HTC LEO

et rator
g;;;mr%indows * Phone 80

RAM: 483M8B
Screen resolution: 480x800

SEE ALL ACCESSORIES »

RPNWRE ACCEQQNRIEQ ENR VNI IR DUN
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Jailbreaking

e Windows Phone 8 is a closed operating
system.

e During a mobile device security test we need
to conduct activities such as inspecting the
file system, data storage, memory, and
transfer files which is all prevented out of the
boxX.

o [t is possible to test the application with a
web application proxy without jailbreaking
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Jailbreaking methods?

e Escalate privileges:
— Drive by Download IE 10 exploit
— Exploit trusted OEM app on phone

e Enable support for running untrusted code

— SecureBoot bypass: Secure the boot process prevents the
loading of drivers or OS loaders that are not signed with an
acceptable digital signature

— Disable application code signing
— Add private Enterprise App Store certificate
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Drive by Download

e pwn2own March 2012
— Internet Explorer 10: owned
— Windows RT + IE10: owned

f

[ www.v3.co.uk/v3-uk/news/2253277 /internet-explorer-10-hacked-on-surface-pro-for-usd100

+1

411

JLike

Share

bmit

m Home> News > Software > Web

Internet Explorer 10 hacked on Surface Pro for

$100,000 Pwn20wn prize

by Dan Worth 07 Mar 2013
More from this author Be the first to comment

Microsoft's Internet Explorer 10 browser (IE10) running on a Windows
Surface Pro machine was successful hacked by teams at the Pwn20wn
hacking contest, helping researchers rake in thousands of pounds in prize
money.

Announcing their success on Twitter, a team known as Vupen Security
managed to exploit security holes in the platform on a Windows 8

Eﬁ Print Send Fﬂ Save
Share = Tweet this

Get the latest news
headlines direct to your
inbox

» Daily Breaking Technology

News

Latest stories from Web

AVG LinkScanner
2013 v13.0.2804

» Google Street View updates leave
Apple lost in the wilderness

» Raspberry Pi hit by DDoS attack

» Microsoft fined £485m by EC for
browser update failings

Windows Phone 8
uses....

IE10!
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SecureBoot bypass:
Windows 8

Successful attack on Windows 8 (September 2012)

[} www.theregister.co.uk/2012/09/19/win8_rootkit/

New vicious UEFI bootkit vuln found for Windows 8
Arr, 'tis typical: Redmond swabs lag behind OS X, again
By John Leyden * Get more from this author

Posted in Windows 8, 19th September 2012 15:02 GMT

Security researchers have discovered security shortcomings in Windows 8 that create a means to
infect the upcoming operating system with rootkit-style malware.

Italian security consultants ITSEC discovered the security hole following an analysis of the Unified
Extensible Firmware Interface (UEFI), a successor to the legacy BIOS firmware interface, that
Microsoft began fully supporting with 64-bit versions of Windows 7.

ITSEC analysed the UEFI platiorm now that Microsoft has ported old BIOS and MBR's boot loader to
the new UEFI technology in Windows 8. Andrea Allievi, a senior security researcher at ITSEC, was
able to use the research to cook up what's billed as the first ever UEF| bootkit designed to hit Windows
8. The proof-of-concept malware is able to defeat Windows 8's Kernel Patch Protection and Driver
Signature Enforcement policy.

The UEFI boot loader developed by Allievi overwrites the legitimate Windows 8 UEFI bootloader,
bypassing security defences in the process.

http://www.saferbytes.it/2012/09/18/uefi-technology-say-hello-to-the-windows-8-bootkit/
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Disable application code
signing

e Vulnerability in the Windows kernel that has existed for a long
time — since before Microsoft ported Windows from x86 to ARM

e Windows kernel on your computer is configured to only execute
files that meet a certain level of authentication:

— Unsigned (0), Authenticode (4), Microsoft (8), and Windows
(12).
e Windows 8: default value is Unsigned
e Windows RT: default, hard-coded setting is Microsoft (8); i.e.

only apps signed by Microsoft, or parts of Windows itself, can be
executed."”
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Disable application code
signing: Windows RT

... and successfully replicated on Windows RT
— Proof of concept: January 2013
— Jailbreak script released: February 2013

) - omm

File Edit Format View Help
& @ forumxda-developers.com/showthread.php 2 if %ERRORLEVEL% == @ goto Blue ~
- :returnFromBlue

[Release] RT Jailbreak Tool rem Wait for the system to be up for two minutes.

echo Waiting for uptime to reach two minutes
@ 10th January 2013, 12:01 PM  (Last edited by netham45; 1st Merch 2013 at 10:48 PM.) %systemroot%\system32\WindowsPowerShell\vl.0\powershell.exe -NoProfile -Command "$Computer=(Get-WmiObject -Class Win32_OperatingSystem);$LastBoot=$Computer.!
rem Get signingleveling address
cd bin
echo Trying to get Sigining Level offset. If this part hangs please ensure that you are connected to the internet. An internet connection is only required
FOR /F "delims=( tokens=2" %%p IN ('cdb -z %systemroot%\system32\ntoskrnl.exe -c ".symfix;.reload;u ntoskrnl!SeGetImageRequiredSigninglevel+@x18;q" *| finds
FOR /F "delims=) tokens=1" %%p IN ("%signinglevel%") DO set /a signinglevel=0x%%p + @x16 - 0x400000)

5 [Release] RT Jailbreak Tool

RT Jailbreak Tool

By Netham45, Version 1.20

Recognized Developer -
oP

Thanks Meter 305

Posts: 626
Join Date: Jun 2009
Location: Denver

rem Decimal to Hex script from https://gist.github.com/ijprest/1207832 1
setlocal ENABLEEXTENSIONS ENABLEDELAYEDEXPANSION

set LOOKUP=0123456789abcdef &set HEXSTR=

set /a A=%signinglevel%

MORE INFO > . )
An all-in-one program to jailbreak Windows RT tablets using the method

& DONATE TO ME recently released by clrokr

if IA! LSS @ set /a A=Oxfffffff + !A! + 1
:loop

Usage _ _

i?:lr‘icur RT device and log in, allow it to sit on the desktop for about a Z:I é;xg; Af LgKLIJS:E%gifl{;Hé;(?:K%/ s

if %A% GTR @ goto :loop

Extract all files out of the |atest version of the .ZIP attached to this post.
rem End Decimal to Hex script

To do this on Windows RT, right-click on the .zip, choose Extract all', and

select the destination folder.

Run runExploit.bat. Itll prompt you to either install the jailbreak to run on login, uninstall it not to.
Choose an option and follow all subsequent prompts. They're all quite easy and self-explanatory.

rem Add spaces, reverse endianness.
set signinglevel=%HEXSTR:~4,2% %HEXSTR:~2,2% %HEXSTR:~0,2% 00

FAQ rem Get ciOptions address
Q) What does this do, in layman’s terms? cd bin
A) It allows non-Microsoft ARM-compiled .exes to run on the desktop. That is it cls

Update (03/01/2013): The jailbreak now allows unsigned drivers to load echo Trying to get g_CiOptions offset. If this part hangs please ensure that you are connected to the internet. An internet connection is only required for -

FOR /F "tokens=5" %%p IN ('cdb -z %systemroot%\system32\ci.dll -c ".symfix;.reload;? g_ciOptions;q" *| findstr "Evaluate”') DO set /A ciOptions=@x%%p-@x1000l

Q) Can | use this to run Photoshop, Steam, AutoCAD, <Insert commercial product here>?
A) While it is -technically- possible for the companies to port their stuff over to Windows RT usin,
unlikely. As a rule of thumb, if it's a commercial piece of software it won't run on the ARM.

Q) Can | use this to run PuTTY, VNC, X-Chat, <Insert open-source product here>?
A) Yes! Open-source programs are ones that you, having the source code, can recompile to worl

available (A small but growing number of programs are) it's easy to get started. There are some u
<

Development and Hacking board on XDA-Developers.
Please note that not all programs can reasonably be ported over to ARM, due to either program
assembly, or the current lack of a GNU Compiler

cd ..

rem Decimal to Hex script from https://gist.github.com/ijprest/1207832
setlocal ENABLEEXTENSIONS ENABLEDELAYEDEXPANSION

set LOOKUP=0123456789abcdef &set HEXSTR=

set /a A=%ciOptions%

if IA! LSS @ set /a A=Oxfffffff + !A! + 1

236PM

3/13/2013
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SecureBoot bypass:
Windows Phone

e How about replicating the Windows RT
jailbreak on Windows Phone?

e This has not been done yet
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SecureBoot bypass:
Windows Phone

e Quick analysis performed: bootloaders look
very, very similar (windows 8 vs. Windows Phone 8)

C:\Wil p\amd64_mi i b..nager-efi 3 5_6.2.9200.16384_el-gr_d746f3db72e8812f_bootmgr.efi.mui_be5d0075 - Note... = O n
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7 X
Py @ & | 3| 2 % |[EE 1 E@| @ m Bl=avgy

[Elbootmor e £ [ bootmrefimui €3] 4" amd#_microsoft-windows®. nager<f resources_31br3856ad364035_6 2 9200 16384 chor_ d7amabrzeE v B x
f f = F

3 | 35> 35> 35+ . 6Lf G p _mi jindows-b.nager-efi. 3 35 6.2.9200.16384.el-gr_d746f3db72e8812f bootmar.efimui beSd0075 - Note.. - = IES

Wi el ERlisarchRliViewll Encoding ll Enguagelistings i Macro JiRunJl Plugins Window, X

Py 2 & & | eyl ax|EEE EEl @ = Blavgy
[ElBBamGREIE S bootmrefimi £3] *"[5 amd64_microsoftwindows b. nager-ef resources_31bf3856ad364e35_6.2.9200.16384 _elor_d746i3db72e¢ [Nav Bar
[NUL ~

INUL
[NULN

L R :

NGXXPADDINGPADDINGXXPADDINGPADDI NGPADL
%30, s 1)

10
iFs~|>CO@1

rosoft C n1 r.

©1207262200352

©1204092055502f
113102 {1@m0 130709,
Washingtonl 2 Washingtonl

@F%RMicrosoft Corporationl

| BEBEENR1:crosoft Corporation

0
B < 1HTE
Jeem

[SOHINUL SRS Stk = S Chetl T EULT= 75 oo

0Gql+0« " KMF
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SecureBoot bypass:
Windows Phone

e Looking at the Windows Phone 8 bootloader
with strings.exe, the same configuration
parameters that were exploited in the WinRT
jailbreak can be found

Lstrings2 - Notepad -

File Edit Format View Help
368 ~
USERVA=

3072

IDISABLE_INTEGRITY_CHECKS]

INOINTEGRITYCHECKS]

DISABLEELAMDRIVERS

TESTSIGNING

CONFIGACCESSPOLICY=DISALLOWMMCONFIG

CONFIGACCESSPOLICY=DEFAULT

PCIEXPRESSPOLICY=DEFAULT
PCIEXPRESSPOLICY=FORCEDISABLE
GRAPHICSRESOLUTION=1024X768
GRAPHICSRESOLUTION=800X600
GRAPHICSRESOLUTION=1024x600
MAXGROUP=OFF

MAXGROUP

GROUPSIZE=

FORCEGROUPAWARE
USELEGACYAPTCMODE
TSCSYNCPOLICY=LEGACY
TSCSYNCPOLICY=ENHANCED

X2APICPOLICY=ENABLE I
BUSPARAMS=
FORCELEGACYPLATFORM
HYPERVISORLAUNCHTYPE=AUTO
HYPERVISORLAUNCHTYPE=OFF
HYPERVISORDBG
HYPERVISORDISABLESLAT
HYPERVISORUSELARGEVTLB
HYPERVISORNUMPROC=
HYPERVISORROOTPROC=
HYPERVISORROOTPROCPERNODE=
HYPERVISORIOMMUPOLICY=DEFAULT
HYPERVISORIOMMUPOLICY=ENABLE

< >

1035 AM
50 300
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File system analysis

e No file system access without jailbreak :(

e How can we gain an understanding of the Windows
Phone 8 file system architecture and configuration?

— Analyse Windows Phone 8 firmware files

Mobile Application Penetration Testing - ©2013, All Rights Reserved 41



File system analysis

e Windows Phone is a closed OS: It is not possible to
browse the file system on a Windows Phone device.

Administrator: cmd - ImgMount.exe firmware.ffu - 8 “

exe firmware.ffu

age Tools v.1.0.204
lhtc ROM Image Editor (> 2087-2012 AnDim & XDA-Developers
unt Tool v.1.8.15

ng the image file : ’firmuare.ffu’

oading .F image ... proce
c *UARNING? Suc
D ocal\

ssing
cessfully detached vhd file : ’C:\Users\Wouter Ueugelen\
Local\Temp\kmdA4E6 .vhd’
tual disk ... 25%

o Software required: ImgMount.exe
http://forum.xda-developers.com/showthread.php?p=36014289
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File system analysis

o] Administrator: cmd -

nui

[12/21,2012 ©2:22 PM 1,419.509.768 D94E3C22_RM846_1030.5603.1250.0009 _RETAIL| <da Lumia 620 Fimware
apac_singapore_230_09_122161_prd_signed.ffu

[12/26,2012 ©2:34 PM 110,592 ImgMount.exe
6 File(s> 1,419,.664,246 hytes

2 Dird(s> 26.,364,.108,.800 bytes free

:\Tools\firmware>ImgMount.exe D?4E3C22_RM846_1030.5603.1250.0009_RETAIL_apac_si
gapore_230_09_122161_prd_signed.ffu ate modified Type Size

:sktop » WM8 » Nokia Lumia 620 Fimware v ¢

/P8 ROM Image Tools v.1.0.204

jhtc ROM Image Editor <(r> 2007-2012 AnDim & XDA-Developers DS_STORE File KB
ImgMount Tool v.1.8.15 BIN File 1KB
ChtcRIE> Mounting the image file : ’D94E3C22_RM846_1030.5603.1250.0009_RETAIL_ap VPL File 4KB
c_singapore_230_09_122161_prd_signed.ffu’

JLoading .FFU image ... ok NVI File 39KB
reating virtual disk ... ok . .
ounting Main0$ partition as : ’\\D94E3C22_RM846_1030.5603.1250.0009_RETAIL_apac DCP File 1KB
singapore_230_09_122161_prd_signed.mnt\’ ... ok FFU File

(htcRIE)> Successfully mounted an image file.

:\Tools\firmnuare>

IEm = D94E3C22_RM846_1030.5603.1250.0009_RETAIL_apac_singapore_230_09_122161_prd_signed.mnt = = “
“ Home Share View
T <« Temp » D94E3C22_RM846_1030.5603.1250.0009_RETAIL_apac_singapore_230_09_122161_prd_signed.mnt v ¢
s O Name ’ Date modified Type Size
Bl Desktop Applnstall File folder
Downloads @) Data File folder
1=l Recent places . DPP File folder
[@). EFIESP File folder
4 Libraries @) MMOS File
| Documents PROGRAM FILES File folder
@' Music PROGRAMDATA File folder
= Pictures PROGRAMS File folder
B Videos USERS File folder
Windows File folder
1% Computer
@ Local Disk (C:)
8 Shared Falders 0 Y
10 items
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SAM files

SAM files

erVeugelen » AppData » Local » Temp » firmwaremnt » Windows » System32 » config Bad IUCk
Name . Date moedified Type e opherec -
- . .
.. MOUNTMGR 12/19/201210:30 ... File folder ;? ;‘ae ‘—é 2w 9 g] 9
. REGBACK 12/19/201210:28 ... File folder P U e B s
. SYSTEMPROFILE 12/19/201210:28 ...  File folder R T T T T T
.. unmedified 12/19/2012 10:27 ...  File folder
|| DEFAULT 12/19/201210:28 ...  File = Warning
1] DR'VERS 12/19/2012 10:28 ... File JA A problem occured while reading the SYSTEM file found in .
L]FP 9/1/2012 6:00 PM File 7
|| ProvisionStore 12/19/201210:28 ...  File
|| SAM 12/19/201210:28 ...  File e Dvectory o —
|| SECURITY 12/19/2012 10:28 ...  File
|| SOFTWARE 12/19/201210:28 ...  File
|| SYSTEM 12/19/201210:30...  File
Preload: waiting Brute force: waiting Pwd found: 0/0 Time elapsed: oh Om 0s
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Certificates

uter Veugelen » AppData » Local » Temp » firmwaremnt » EFIESP » Nokia » Security v| ¢ | | SearchSecurit
- - - - , -
Name ;
Applications — signing CA'’s e s iAo secnyiicon to. - =B
| dbxbin

File Edit Search View Encoding Language Settings Macro Run Plugins Window ?

] issw_ape_MSM_v1.mbn cOEERGAlsBD| e hn| s BRIET ED IENIN@E| X av

|| KEK.bin

] Nokia_Production_PK.bin
] Nokia_RD_PK.bin

] NokiaUefiHotkeyApp.efi

] papubkeys_ape_MSM_v1.bin
] production_db.bin

Microsoft Root Certificate Authority 2010

28 CC 3A 25 BF BA 44 AC 44 9A 9B 58 6B 43 39 AA
Microsoft Corporation Third Party Marketplace Root

33 95 9C 19 50 48 71 91 42 38 DF 73 D3 B4 9A 3D
Microsoft Windows Phone Production PCA 2012

33 00 00 00 Ob fc f9 8e 58 4c 15 50 bf 00 00 00 00 00 Ob
Microsoft Time-Stamp PCA 2010

?61 09 81 2a 00 00 00 00 00 02

Mobile Application Penetration Testing - ©2013, All Rights Reserved



Portscan results - TCP

e Open ports:
— 27112/tcp open unknown
— 37112/tcp open unknown
— 49152/tcp open unknown

e Port 27112 fingerprint:

SF-Port27112-TCP:V=6.01%I=7%D=1/23%Time=50FFD97B%P=x86_ 64-unknown-linux-gn
SF:u%r(GetRequest, 70, "HTTP/1\.1\x20404\x20File\x20Not\x20Found\r\nContent-
SF:Length:\x200\r\nServer: \x20NWP-HTTPAPI/2\.0\r\nDate:\x20Sat,\x2009\x20M
SF:ar\x202013\x2002:46:31\x20GMT\r\n\r\n")%r (HTTPOptions, 70, "HTTP/1\.1\x20
SF:404\x20File\x20Not\x20Found\r\nContent-Length:\x200\r\nServer: \x20NWP-H Microsoft
SF:TTPAPI/2\.0\r\nDate:\x20Sat,\x2009\x20Mar\x202013\x2002:46:31\x20GMT\r\ Lvnc?
SF:n\r\n")%r (RTSPRequest, 70, "HTTP/1\.1\x20404\x20File\x20Not\x20Found\r\nC \ =
SF:ontent-Length:\x200\r\nServer:\x20NWP-HTTPAPI/2\.0\r\nDate:\x20Sat, \x20
SF:09\x20Mar\x202013\x2002:46:31\x20GMT\r\n\r\n")%r (FourOhFourRequest, 70, "
SF:HTTP/1\.1\x20404\x20File\x20Not\x20Found\r\nContent-Length:\x200\r\nSer
SF:ver:\x20NWP-HTTPAPI/2\.0\r\nDate:\x20Sat, \x2009\x20Mar\x202013\x2002:46
SF::31\x20GMT\r\n\r\n")%r (SIPOptions, 70, "HTTP/1\.1\x20404\x20File\x20Not\x
SF:20Found\r\nContent-Length:\x200\r\nServer:\x20NWP-HTTPAPI/2\.0\r\nDate:
SF:\x20Sat,\x2009\x20Mar\x202013\x2002:46:31\x20GMT\r\n\r\n");
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Portscan results - UDP

root@bt: ~/Desktop/WM8
View Terminal Help
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Future work

e Write Windows Phone 8 application that:
— Hooks into a remote debugger
— Search for the code signing parameters
— Change the code signing parameters in memory (Similar to
Windows RT jailbreak )
o Identify vulnerabilities trusted OEM app on phone

e Research manual unlocks of Windows Phone 8

— Capture, analyse and replay device unlock communications
( IP over USB) between host and Windows Phone
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Resources and further
references

e SANS SEC575 Mobile Device
Security and Ethical Hacking
— SANS Canberra 2013
— Jul 1, 2013 - Jul 13, 2013

e XDA-developers — Windows
Phone 8 Development and
Hacking forum

Mobile Application Penetration Testing - ©2013, All Rights Reserved



