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A model is introduced to wreat the spread of computer viruses
mathematically A recurrence formula is given which allows a
closed expression to be derived for the probability that, starting
from an initial state, a given viral state will be reached afver
executing exactly k programs. In some special cascs this recur-
rence formula can be used for numeric computations, It is
shown that the infection process does not stop before all pro-
grams are infected, which are visible for any infected program
in the initial state
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1. The Situation

computer virus is a program that can repro-
duce itself and modify other programs by
including a possibly evolved copy of itself [1] That
means that whenever an infected program is called,

the virus is implanted into another program, if

there is any, of the account from where it was
called. In refs 1 and 2 some experiments with this
kind of program are described. The result was that
within a few hours the whole computer system was
infected The aim of this paper is to develop a
closed expression for the probability that any given
program is infected after a given time. To achieve
this aim it must be known which programs werc
initially infected and for each program one needs
the probability that it is called. The use of a com-
purer is regarded as a sequence of program calls

For the purpose of the prescnt paper there is no
difference between the call of a system command, a
standard program (editor, linkage editor, compiler),
and a user-written program.

2. The Notation

On the computer system there are N accounts. The
m; programs in account i are denoted by P}, Py, ..,
P,i Let ¢, " denote the probability that user i calls
the program P} in the account k This gives

ny

N N
PADNDY ‘Ii,j(k)=1

i=1 k=1 j=1

Let F denote the set of all N-vectors with integer
components, which is defined as follows:

F={veENN0<y,<m, 1 <i<N}

For vEF the computer systemn is said to be in viral
state v, if in account i there are v, infected pro-
grams. One can further assume that these are the
first v; programs according to the alphabetic order
in which the programs are written down. For con-
venience the viral state in which all programs are
infected is denoted by v, ie

SI= (. my)!
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On F one defines a modulus by
N

lv|=2 v
i=1

and an order by

VRIS T, 1<isN

Given the viral degrce v €F, one needs the proba-
bility 5, that an infected program will be called

from account i

T
N

S!‘.y: Z Z q,‘;(k)

k=1 i=1
The probability ¢, that any not infected program is
executed is calculated as

N N ny

=2 2 X g

i=1 k=1 j=p+1

For purposes which will become clear later, one
defines for v,= m, and for v=p*)
'sl v = O

Fory = 1

Let p;,*) denote the probability that starting from
viral state v viral statc 7 will be reached after
exactly k program calls

3. The Recursion Formulae

The p,,*) can be calculated recursively as follows:

(v} _ I y=1

A - .
Pr 0 otherwise

For #={#, #,, ..., #\)’ ") denotes the vector whose
ith component is reduced by unity

=5, 5., 5-1,7. i)
Using this notation one obtains

o= t; Prob{# is rcached after k-1 calls already}
+ Prob{the last program is infected by the kth call}

N

P = Lips - eI Anlgine- ) (1)

i-1
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The following recursion formula holds for the
(v)
Psr

Lemma 1:

k—1

i v
8 w0 z tgjpﬁtl‘)‘k*w()

i=1 j=0

1
M=z

s k(!’)

Proof: The assertion is proven by induction on k.
For k=1
I\T

P M= s 0(.») 2 s #nPsn o(u)
i=1
and as p; (=0

N 9
pe=2 0 2t pane
i—1 =0

Induction from ko b+ 1

N
Pai+ 1(V) = L:ps k(U) + Z Si P g ©

i=1

== f.

15
’

k-t N
350 Z fa"Pa("He—l—,'(V) + Z i 5 Pt k(u)
i=1

I j=0

N k
=2 R 2 fﬁ"P.;nk_j(U)
=0

=1

[Nagk

This ends the proof of the lemma.

4, The Calculation of the Infection
Probabilities

For #2 v one defines

N

=15 =lvl= 2 (—w)

i=1

Let F, ; denote the set of all sequences of length /of

vectors w= (W), ¢, <, with

NP < Ppiigpi+) <
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with 1 1 . 1 1
@] + 1= [@0+)] 0<isi—1 fow L) : Lgi-n Ly
If W% and %+ differ in the i;th component then V,.=
N g - -1 -1 -1
k . — —ff— oy
551 o) = z z qilj( ) EW(U)L Iw(‘]L o tw(' n_é Iw“)k
k=1 j=1 ) £z . ) Lzt

For an element wEF, . one defines the Vander-

v i _
mond determinant V,, by and if [=0
' k
1 1 ] 1 1 I/:a,k = g
s Lo L fo The Vi can be calculated using the 1/, by the
following lemma:
Vo=
Lemma 2:
i- - i- {-
Lo I Lz b Lati-n : Lty l -1 -1
— _ f+l*} k__ k o
[a“;(n)f fﬁ;(l)j ) tﬂ;u_,}[ Lo Vir= > ( 1) (Iujm o [l (tm;) [ ,) Vi
j=0 i=4

i%f
(For more details see ref [3] p. 179.)
Proof: Adding the first line times ;0" to the nega-
tive of the last line one obtains

i 1 i t
taw Lz Lge-y )
Vw L ( - 1)
-1 I-t -1 -1
fzm Lzt . ) Law
k k k k E
tzi — Ly Loy — gz fzn — Lzu-y 0

If the sequence w' is obtained from the sequence. w
by deleting the last clement, the following recur-
sion formula holds:

= (_ 1) Z (_ 1)2(” l)rj(tgwk - Eﬁ(’*ﬂk) Vw,(l'*f)
=1

(__ I)f+l*‘j(tﬁmkh fg(j)k) VWU)

]
(=1

-1
v,=V, 1 (tar = Ly} (2) !
i=0 !

i-1
(= 1) Wt =t TT (0= 1) Vi

I
g
<

For 0<;<1 one obtains the determinant ¥, ,
deleting the last line and the jth column of ¥,
The following determinant V,,; is detived from the
Vandermond form substituting the exponent k for
the exponent [ in the last line:

i=Q
i#f

-
]
=1

Now the following theorem can be proven without
undue effore
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Theorem:

I

Vw, k
Ve

1
‘Si,-_, 1]
=0

Pﬁ.’\’(U)= z
wEF,-

Proof: The assertion is proven by induction on the
distance | of v and #. For [=0

"Fuv={(v)} I/(u)= 1 I/(u)‘k= r’uk

yields

P:{ k(i’) = tvk
Induction from /=1 to [ By Lemma 1

N k-1
) - i O]
Pae = 2 S0 X L pstk—1-;
i=1 j=t
N k-1 -2
i Vwkfi
= Z §; ot Z fg} Z ﬂ I h—
i=1 i=0  weF, i=0 Ve
N oo 2 -1
= it J
=2 ? 1 5,0 > GV
i=1 weF, ) Vw i=0 j=¢

With Lerma 2 one infets

k-1

ng g
5 Vi =£___(;JJ\__
H (fa:(f) - fmm)

j=0

j=0

and with this and eqn (2)

12 v

Z H Siy i) kol
=0 I/(w vy

If_
Pai '™

1

b=

8 50)
1 we&F, A1 4

Vw, h

-1
= Z H 8, @t
w&F,; A=0 e Vw

This ends the proof of the theorem.

5. Conclusions

The conclusions will be stated in the form of three
remarks.

38

Remark 1: Accounts that do not call any infected
programs cannot be infected If for vEF there
exists an i such that 5, , = 0 then fo1 7> v with »,> v,

P B=0 forall keN

Proof: As #,> v, there must be an infection in the
account of the ith user, ic for cvery wEF,; there
must be an index A such that {; =1 As

S,-)_ g = 0
-1 vV
() __ wnk
pal?= 2 Tl s,00—"=0
wel,; A=0 Vw

For vE F one defines
N,={i;5,=0, 72 v}
E={peF;pzv and #=v, for

vM=m for iEN,

IEN)
JIEF,  with
Remark 2: If v is the initial viral state, the infection

process does not stop before the viral state 7 is
reached. One has to show that for 7€ F, with 77# ¢°

lim p, M=o

b w0

Proof: As 5 ">0, tpm <1 for all WEP,, 7 If all Ly
are distinct

lim Vw =0

-

If some fware equal, one can choose sequences
fﬁ;r(f.) Wlth

M i
lim g, = 1,1
-0

Lz # ) for h#k
and
Lo <1

Using de I'Hopital’s rule one calculates

. . . WV P

lim —%* = lim lim ~#*=lim lim ~%=£f—
Jomo0 i k-0 £—0 Vw{ =0 k- w,
and hence

k-0
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Remark 3: The maximum possible viral degree #)
is actually reached in the limit

if 5= vlf)

fim Ps L,(V) =1

k- oo

Proof: The case where some #z» are equal can be
treated as the limit of the casc where all 1,4, are dis-
tinct Hence only this case will be considered The
assertion shall be proven by induction on the dis-
tance ! between v and # For [=1 fz0=1 and

For the inducdon #'' denotes the viral degrec
which is obtained from » by adding 1 to the ith
component The distance between i) and #7 is
assumed to be [ Then

. : v,
lim Pﬁ;k@= lim Z H i, @@ i

b k-0 wEF,, i=0 V.
N -1 v
=lim Y5, 2 T s gm ot
ke =1 wELMFi=0 Vi)
-1

Vo=1-Lzo =5, au N S, @i
Siv A=0
Hence =2 1— )
i=1 vwE}v()ﬁ[—'l
lim Ps k(”)= 1 1—taw
b-w 1=0
4
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Fig 1. Infection process with the probability model
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N
=3, = lim p, M~ 3 Sy

i=1 l_f,,

=] v k- o0

6. Numerical Examples

Number of infection paths: Using the notation
introduced above one can calculate the number
L") of possible infection paths leading from an
initial viral state v=(v,, ..., vy) to the final state
W= (m,, , my)

Theorem: The following formula holds for the
number of infection paths:

N
gt Z (mk h Vk)
b=

Proof: Whenever a program is infected one writes
down the nomber of the account in which it
resides. Thus the infection process is 1epresented as
a finite sequence of integets with elements between
1 and N. The length of the sequence is

Z (m.‘_Vi)

Therc are exactly m, — v, entries with value i in this
sequence for 1 <i< N This gives for N=2

fag. myt o, — v — v,
2

m =

et m— v The rest follows by induction on N.
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Fig 2. Infection process of a real system
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This shows that it is not feasible to do calculations
for more than one account and a sufficiently large
number of programs.

One account with m programs: For convenience
the assumption is made that all programs are called
with equal frequency 1/m. The computation
proceeds as follows Initially only onc program is
infected After each call of a program the expecta-
tion for the number of infected programs is calcu-
lated. As soon as it exceeds the number of initially
infected programs by more than one, the process is
started anew burt with one more program, which is
initially infected

On the x axis the number of runs of a program is
plotted and on the y axis the percentage of infected

programs. Supposing that there are 80 programs of

which only one is infected in the beginning the
model shows that all of them are infected after 378
calls (Fig. 1)

This is contrasted with an infection ptocess on a
real system, where the number of the program to
be called was determined by a random number
generator. Figure 2 shows a typical infection pro-
cess on a real system. The number of program calls,

after which the whole account was infected, lay in
the range from 230 and 700 The nature of the
curve shows an exponential growth of the infec-
tion process for the real system as well as for the
probability model Assuming an average number of
ten runs per hour this shows that after about 40
hours all programs ate infected. The computations
show that m programs will be infected after
approximately 5 runs.

Takeover of users: The model can be used to say
something when all users are infected instead of
the takeover of all programs. This problem can be
treated with similar arguments as above. Assuming
that each account has only one program or that the
virus infects all programs of the account from

which it was called, this case is reduced to the

situation discussed earlier.
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